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Comments
This contribution provides some additional information for the NIST security levels for PQ algorithms. It summarises the views of various organisations which provide advice for information assurance to government and industry. The aim is to focus on where the organisations agree to provide a simple overview for the reader which explains why the study selects the parameter sizes it does.

Note the changes to the references section are abridged to avoid inserting all of the content into the pCR. There are a number of editorial changes to the references which should be considered, e.g. ensuing all references start with an appropriate attribution to aid the reader. Given there is now more than one NCSC we have suggested NCSC (CC) as the format with CC the two-letter country code.
The rapporteur’s attention is also drawn to the correction of an error in the description of Level 4.


* * * First Change * * * *

[27]	NCSC (UK): Next steps in preparing for post-quantum cryptography	https://www.ncsc.gov.uk/whitepaper/next-steps-preparing-for-post-quantum-cryptography

[XX] 	BSI: "Cryptographic Mechanisms", https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/Technische-Richtlinien/TR-nach-Thema-sortiert/tr02102/tr02102_node.html
* * * Second Change * * * *
4.1.X Summary of cybersecurity organisations’ recommendations
NOTE:	Details of the meanings of  Level 3 and Level 5 are found in clause 5.1.
Advice and recommendations for parameter choices is provided in e.g. NIST [21], NCSC [27], BSI [XX], NSA [13], ANSSI [28], and AIVD [19] which is summarised below:
1. Level 3 is accepted for general use (i.e. situations where AES-128 is currently used). This is a strict minimum for BSI.
2. NIST only provides recommendations on security levels for ML-KEM
3. NCSC does not consider SLH-DSA appropriate for general use and makes no recommendations for parameter choices.
4. BSI specifically recommends the "hedged" variants of ML-DSA and SLH-DSA to mitigate risks from poor entropy sources.
5. Level 5 is required by NSA for National Security Systems (NSS) and recommended for Department of Defense (DoD), Defense Industrial Base (DIB), and those interacting with these systems.

* * * Third Change * * * *
[bookmark: _Toc211892382][bookmark: _Toc211951677][bookmark: _Toc211952219]5.1	PQC security level
The NIST use the concept of security levels/security strength categories to group algorithms, keys, and protocols related to PQC [37]. Security is defined as a function of resources comparable to or greater than those required to break AES and SHA2/SHA3 algorithms, i.e., key search on block cipher for AES and collision search on a 256-bit hash function for SHA2/SHA3. The security strength is broadly grouped into the following 5 levels [8] and to each of the PQ security levels, the corresponding traditional and post-quantum algorithm can be mapped: 
Level 1: At least as hard as breaking AES-128 (key search on block cipher) , PQC-Algorithm: ML-KEM-512 [21], FN-DSA-512 [36], SLH-DSA-SHA2/SHAKE-128f/s [23]
Level 2: At least as hard as breaking SHA-256/SHA3-256 (collision search on a 256-bit hash function), PQC-Algorithm: ML-DSA-44 [22]
Level 3: At least as hard as breaking AES-192 (key search on block cipher), PQC-Algorithm: ML-KEM-768 [21], ML-DSA-65 [22], SLH-DSA-SHA2/SHAKE-192f/s [23]
Level 4: At least as hard as breaking SHA-384/SHA3-384 (collision search on a 384256-bit hash function), PQC-Algorithm: No algorithm tested at this level
Level 5: At least as hard as breaking AES-256 (key search on block cipher), PQC-Algorithm: ML-KEM-1024 [21], FN-DSA-1024 [36], ML-DSA-87 [22], SLH-DSA-SHA2/SHAKE-256f/s [23]

Advice and recommendations for parameter choices is provided in e.g. NIST [21], NCSC [27], BSI [XX], NSA [13], ANSSI [28], and AIVD [19] which is summarised below:
6. Level 3 is universally accepted for general use (i.e. situations where AES-128 is currently used). This is a strict minimum for BSI.
7. NIST only provides information on security levels for ML-KEM
8. NCSC does not consider SLH-DSA appropriate for general use and makes no recommendations for parameter choices.
9. BSI specifically recommends the “hedged” variants of ML-DSA and SLH-DSA
10. Level 5 is required by NSA for National Security Systems (NSS) and recommended for Department of Defense (DoD), Defense Industrial Base (DIB), and those interacting with these systems.



* * * End of Changes * * * *
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