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*** Start of Change ***
[bookmark: _Toc202449777]5.9.4	Requirements for monitoring 5GC signaling traffic 
[bookmark: _Toc202449778]5.9.4.1	Security requirements for the configuration of signalling monitoring 
The 5G shall support mutual authentication between the STM Management Producer at the 5GC (for configuration/activation of the functionality) and the STM Management Consumer.
The 5G shall support authorization to the STM Management Consumer.
NOTE 1: Local policy-based authorization should be supported by the STM Management Producer, according to TS 28.533 [54].
The 5G shall support integrity protection, replay protection and confidentiality protection for communication between the STM Management Producer at the 5GC and the STM Management Consumer.
NOTE 2: If interface between the STM Management Producer and the STM Management Consumer is trusted (e.g. physically protected), it is for the PLMN-operator to decide whether to apply integrity protection, replay protection and confidentiality protection for communication.
[bookmark: _Toc202449779]5.9.4.2	Security requirements for the streaming of signalling monitoring data
The 5G shall support mutual authentication between the STM Data Producer at the 5GC and the STM Data Consumer at the Monitoring system. 
NOTE: The Monitoring system is outside the scope of the present document.
The 5G shall provide confidentiality protection, integrity protection and replay protection of the interface between the STM Data Producer at the 5GC and the STM Data Consumer at the Monitoring system.
Keys stored inside a 5GC NF shall never leave a secure environment within the 5GC NF for Signalling Traffic Monitoring purposes. As the STM Data Consumer may reside outside the operator’s secure 5GC domain, when security key(s) transported on SBA control plane signalling messages are included in the copies of SBA control plane signalling traffic to the STM Data Consumer at the Monitoring system, the key value(s) shall be masked with a string by preserving the length of the key value (s).

*** End of Changes ***

