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1	Decision/action requested
It is proposed to approve this pCR for incorporation into the draft TS 33.502
2	References
[1]	3GPP TS 33.502 v0.0.1
3	Rationale
Based on approved WID (SP-250876), the working task needs to specify the general requirements for security events handling and collection. 
In WT2, it will specify the events that need to be reported including the following. 
- 	The NF collects information on the SBA layer about malformed messages it receives that deviate from the 3GPP specified messages or are considered invalid according to the protocol specification and network state. 
- 	The NF collects information about events involving receiving a massive number of incoming messages on the SBA layer. 
- 	The NF collects information about failed authentication and authorization attempts from inbound connections on the SBA layer. 
- 	The NF collects information about potential replay attacks on the SBA layer. 
- 	The NF collects information about potential abnormal SBI call flows as defined for the communication models in Annex E of TS 23.501. 


* * * First Change * * * *
[bookmark: _Toc207788085]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]	3GPP TS 29.500: "Technical Realization of Service Based Architecture; Stage 3".


* * * End of First Change * * * *

* * * First Second Change * * * *
[bookmark: _Toc207788096]6	Security related Events
Editor’s Note: This clause addresses the list and description of the events as well as naming convention for the events.
6.x		Security events related to replayed messages on the SBA layer
The NF collects information on the SBA layer about messages it receives that reuse an already processed request identifier or idempotency key (as per TS 29.500 [x] clause 5.2.8). Such messages may indicate a replay attempt, misconfiguration, or malicious activity.
In addition to the information elements of clause 6.2, this type of events shall include the following:

· Message: The duplicated message instance which triggered the event (contains idempotency key).
· Message type: The type of message representing the service operation (e.g., HTTP method and target API).
· NF Consumer: Identifier for the NF where such replayed message originated, e.g., NF instance ID.



* * * End of 2nd Changes * * * *

