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Comments
This contribution proposes a new solution for policy driven, secure sensing service operations addressing Key Issue #2.

[bookmark: _Toc107843135][bookmark: _Toc207652211]* * * First Change * * * *
[bookmark: _Toc211859884]6.0	Mapping of solutions to key issues
Editor's Note: This clause contains a table mapping between key issues and solutions. 
Table 6.1-1: Mapping of solutions to key issues
	Solutions
	KI#1
	KI#2
	KI#Z

	#1.1
	X
	
	

	#1.2
	X
	
	

	#1.3
	X
	
	

	#1.4
	X
	
	

	#1.5
	X
	
	

	#1.6
	X
	
	

	#1.7
	X
	
	

	#2.1
	
	X
	

	#2.2
	
	X
	

	#2.3
	
	X
	

	#2.x
	
	X
	



* * * Next Change (All New Text) * * * *
[bookmark: _Hlk213330453]6.2.Y 	Solution #2.Y: SE sensing authorization policy enforcement 
6.2.Y.1	Introduction 
This solution addresses KI#2 by defining enforcement at the Sensing Entity (SE) of a Sensing Policy (SP) that the Sensing Function (SF) composes/obtains based on authorization information, and according to operator policy. The SF delivers SP to the SE using control transmission path as per TR 23.700-14 [2]: either via AMF/RAN (e.g., control‑plane container) or over a direct Nx interface secured with IPsec/IKEv2 or DTLS per TS 33.501/33.210/33.310. Reports from the SE carry a policy enforcement indicator so the SF can verify whether the SP was enforced during discovery/collection/processing/result‑release. 
6.2.Y.2	Solution details
Highlight of the solution
· NFs involved: AF (sensing service consumer), NEF, SF, AMF, RAN (gNB), SE (e.g., gNB‑SE).
· Capability declaration: The SE provides sensing capability during registration or via dedicated signalling; 
· SP construction and delivery: The OAM is preconfigured with the Sensing Policy (SP) from authorization information, operator policy. SP includes scope (time/location), allowed data classes and accuracy, consumer constraints, , retention, and validity. The SP is then sent to the SF. Thereafter, the SF delivers the SP to the SE either (i) via AMF using a CP container, or (ii) over a direct Nx interface protected by IPsec/IKEv2 or DTLS; if reporting needs to be done over the user plane. 
· Operation initiation: The SF issues a start instruction (optional start timer). The SE enforces SP (restrict area/time, limit accuracy/resolution, enforce allow/block lists and consumer constraints). 
· Indicator in reports: Each SE report includes policy enforcement indicator (and SP‑ID); The SF drops reports if policy enforcement indicator indicates failure or scope is exceeded. 
SE sensing authorization policy enforcement that ensures accountability and compliance with sensing constraints. As the Sensing Entity (SE) is required to locally enforce the Sensing Policy (SP) with restricting parameters like area, time, or accuracy, each sensing report transmitted back to the Sensing Function (SF) must include this policy enforcement indicator and the associated SP-ID (Sensing Policy ID). The primary security function of the indicator is to enable the SF to verify whether the SP was enforced during the operation. If the policy enforcement indicator indicates failure or if the report's scope is determined to be exceeded, the SF is authorized to discard noncompliant reports, thereby protecting the integrity and confidentiality of the collected sensing data against unauthorized sensing operations.
· Mid‑session updates: On policy change, OAM notifies SF and, when needed, the SE. The SF pauses/resumes/terminates operations. SF re‑issues a revised SP; the SE updates enforcement. 
· Security transport: Integrity/confidentiality/replay protection follows TS 33.501/NDS/IP baseline; 
The message flow is shown in the following figure along with the step description



Figure 6.2.y.1 SE sensing policy enforcement 
Pre‑conditions:
· SE capabilities known to SF.
· SF pre-configured with sensing policy; 
· NEF has discovered a suitable SF (for AF‑triggered cases). 

1.	AF (if not trusted) to NEF: Sensing Service Request (AF‑ID, service type/area/time/accuracy). NEF authenticates/authorizes per TS 33.501 
2.	NEF to SF: Nsf_Sensing_Operation_Request (AF ID, parameters). If the AF is trusted, the step 1 can be directly sent from AF to the SF.
3.	SF to AMF (if transport needed): Request SP delivery path and PDU session (QoS/charging per policy). 
4.	AMFThe signaling and UP resources are configured the signaling and UP resources.
5.	AMF to/from RAN: Configure signalling and/or UP resources. 
64.	SF to SE (via AMF/RAN container, or direct Nx): Deliver SP {scope, data classes, accuracy limits, consumer constraints, , retention, validity, SP‑ID}. IPsec/IKEv2 or DTLS if Nx is used. 
Editor’s Note: Whether the SP ID is needed is FFS.
75.	SF to SE: Initiation instruction (optional start timer). 
86.	SE: Data collection and Eenforce SP locally; if SP mandates per‑operation authorization, SE requests authorization from SF before each operation/report. 
97.	SE to SF: Sensing Report(s) including policy enforcement indicator and SP‑ID. 
108.	SF: Verify policy enforcement indicator and SP scope; accept or discard non‑compliant reports; aggregate/process results.
119.	(If AF‑triggered) SF to NEF to AF: Result exposure  
1210.	Policy change: OAM to SF/(SE) notification. SF updates/invalidates SP; SF to SE sends updated SP or termination. 
1311.	Termination: SF ends operation; RAN release resources (if any). 
6.2.Y.3	Evaluation
The requirement of Authorization for sensing service operations is achieved by per‑operation authorization requirement embedded in sensing restriction policy and enforced at SE.
The requirement of integrity/confidentiality/replay protection between sensing entity and SF is achieved by reuse of TS 33.501/33.210 security profiles.
Editor’s Note: Whether the indicator is needed is FFS,
Impacts:
· SE/gNB: Enforcing the sensing policy
· SF: Sensing policy delivery and verification of the sensing policy enforcement

* * * End of Changes * * * *
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