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Comments
This contribution proposes a new solution for sensing data exposure via a proxy AF addressing Key Issue #1.

* * * First Change * * * *
[bookmark: _Toc211859884][bookmark: _Toc107843135][bookmark: _Toc207652211]6.0	Mapping of solutions to key issues
Editor's Note: This clause contains a table mapping between key issues and solutions. 
Table 6.1-1: Mapping of solutions to key issues
	Solutions
	KI#1
	KI#2
	KI#Z

	#1.1
	X
	
	

	#1.2
	X
	
	

	#1.3
	X
	
	

	#1.4
	X
	
	

	#1.5
	X
	
	

	#1.6
	X
	
	

	#1.7
	X
	
	

	#1.X 
	X
	
	

	#2.1
	
	X
	

	#2.2
	
	X
	

	#2.3
	
	X
	

	#2.x
	
	X
	




* * * Next Change (All New text)  * * * *
[bookmark: _Toc204948592][bookmark: _Toc204948719][bookmark: _Toc205541432][bookmark: _Toc207652213][bookmark: _Toc107843137]6.1.Y 	Solution #1.Y: Sensing results exposure via a proxy AF
[bookmark: _Toc207652214]6.1.Y.1	Introduction 
This solution addresses KI#1 by extending OAuth‑based authorization to controlled exposure of sensing results via a proxy AF, based on authorization information and considering operator policy.
[bookmark: _Toc107843138][bookmark: _Toc207652215]6.1.Y.2	Solution details
Each sensing service request is authorized based on authorization information with consideration of operator policy.
An Authorization Server (AS) issues an authorization token to a next‑hop consumer upon request (directly or via SCF if allows). Token claims include: information ID, recipient identity, scope such as data classes/accuracy, validity time, and redistribution limits to next‑hop consumers (e.g., downstream AFs).
The sensing function (e.g. SPF) data holder validates the token before serving requests or subscriptions. Tokens are revoked/rotated upon authorization change; accuracy reduction/anonymization claims are enforced where applicable.
OAuth 2.0 is reused for token issuance; TLS profiles per TS 33.210/TS 33.501 secure interfaces; 
Definitions
· Sensing data holderfunction: an exposure provider that holds sensing results (e.g., SPF producing aggregate‑only outputs, NWDAF) and exposes them via NEF/SPF. 
· AF₀ (initial consumer): an AF already authorized to receive a sensing result for operation opId from the sensing data holderfunction through NEF/SF. 
· AFₙ (next‑hop consumer): an AF to which AF₀ intends to redistribute the sensing result.
· AS (Authorization Server): the OAuth 2.0 authorization server function integrated with or fronting NEF/SF which issues redistribution tokens. Interfaces are protected per TS 33.210/33.501. 
· Sensing Function is composed of Sensing Control Function (SCF) and Sensing Processing Function (SCF)

The message flow is shown in the figure below, with the step description after.



 
Figure 6.1.y.1 Sequence flow of the sensing data exposure via a proxy AF
Figure 6.1.Y‑1 depicts the message flow for token‑based authorization of sensing results from an initial consumer AF (AF₀ or proxy AF) to a next‑hop consumer AF (AFₙ). The procedure applies to both request/response (pull) and subscription (push) exposures.
1. 	Sensing Session setup and data collection and result calculation.
For each sensing session, the AS formulates an enforceable rules using the authorization information. The rules is formulated for the session and configured in the SCF and SPF/Sensing Data Holder.
2.	Redistribution intent 
AF₀ indicates an intent to redistribute specific sensing information to AFₙ by sending a RedistributionAuthorizationRequest that includes: (a) identifiers of the information or data to be shared (e.g., infoId/resultId/opId), (b) the identity of AFₙ, and (c) the requested scope (data classes/accuracy or aggregation level, area/time, validity, and redistribution limits). 
3.	Authorization Evaluation
AS evaluate the exposure intent based on permission from the authorization information. The decision returns Permit/Deny with obligations (e.g., maximum accuracy/granularity, area/time bounds, result classes, validity window, redistribution limit). 
4.	Token issuance
If permitted, the AS issues a short‑lived redistribution token bound to AFₙ. Claims include at least: iss, aud (sensing data holderfunction/NEF endpoint), azp (AF₀), sub (subject or contract), rcpt (AFₙ identity), infoId/opId, scope (data classes and accuracy/aggregation level), area/time bounds, validity (nbf/exp), and redistributionLimits (e.g., “no further redistribution”, maximum referrals, or per‑token usage count). A proof‑of‑possession key (cnf) may be included for token binding (e.g., mTLS/DPoP). 
5.	Token delivery
AF₀ conveys the redistribution token and a reference to the sensing data holderfunction endpoint (NEF/SCF) to AFₙ out‑of‑band.
Editor’s note: the interface between AF₀ and AFₙ is FFS.
6.	Result access
AFₙ invokes the exposure interface (fetch or subscribe) and presents the redistribution token. For subscription, AFₙ requests events limited to the token scope. 
7. 	Token validation
The sensing data holderfunction validates the token locally or via introspection at the AS. Validation covers signature, audience, recipient binding (AFₙ), scope, validity, and redistribution limits. On success, enforcement proceeds; on failure, an error is returned. 
8.	Enforcement by the sensing data holderfunction
Before serving the request or establishing the subscription, the sensing data holderfunction enforces the authorization carried by the token:
-	Reduce accuracy/granularity when obligated (e.g., aggregate level),
-	Enforce area/time scope and validity window, and
-	Apply redistribution limits (e.g., single audience, no onward sharing).
If authorization changes, tokens are revoked/rotated, and further access is denied. 
9.	Result delivery
The sensing data holderfunction delivers the result or events only within the token scope, over TLS-protected interfaces per TS 33.210 [XX] and 33.501 [YY]. When the upstream sensing service is aggregate‑only (e.g., SPF), that property remains preserved through redistribution. 
10.	Audit and logging
The sensing data holderfunction records jti (token ID), infoId/opId, AF₀/AFₙ identities, time, and the authorization enforcement applied to support traceability and later compliance checks. 
11.	(Optional) Subscription set‑up
AFₙ presents the redistribution token when creating a subscription. The sensing data holderfunction validates and enforces the token scope as in Steps 6–7 and establishes the subscription accordingly. 
12.	(Optional) Event push and lifecycle (sensing data holderfunction to AFₙ).
Events are pushed only while the token is valid and within its scope. On token expiry/revocation or authorization change, the sensing data holderfunction terminates the subscription and signals an appropriate error. 
6.1.Y.3 	Security considerations 
The procedure reuses OAuth 2.0 for token issuance and relies on TLS profiles per TS 33.210/33.501 for interface protection. Tokens are short‑lived and bound to AFₙ to prevent misuse; introspection and revocation, and to keep redistribution in sync authorization changes. 
[bookmark: _Toc107843139][bookmark: _Toc207652216]6.1.Y.4 	Evaluation
The solution satisfies KI#1 requirements by adding verifiable and revocable control to sensing result exposure and redistribution exposure to AF that has no business relationship with the sensing network operator while reusing existing SBA security.
Impacted NFs:
· AS: formulate token based on authorization
· Sensing Data Holderfunction: Validate the authorization token before exposure the sensing results to AF


* * * End of Changes * * * *
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