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	Reason for change:
	According to SA3 specification for Ranging TS 33.533 v18.0.0 the exposure via the control plane shall reuse authorization procedure for MO-LR. 
In MO-LR procedure the AMF check the subcription details whether the UE is allowed to use the MO-LR service.

There is no privacy check for MO-LR as this legacy procedure would not require such check. However, in Ranging when a SL Positioning Client UE invokes the MO-LR for Sidelink exposure service the SL-MT-LR procedure will be triggered by the serving AMF, and the SL-MT-LR procedure specifies that the network must check the privacy details by checking the privacy profile. The SL-MT-LR can also be triggered by NEF, AF or LCS Client.

The current Privacy profile is designed to check whether an LCS Client or AF is allowed or not allowed to retrieve the location of the UE either with UE notification or without UE notification. SA3 has specified that the Privacy Profile check is reused for the SL-MT-LR procedure. SA3 not suggested any other privacy check for when a SL Positioning Client UE triggers the SL-MT-LR procedure. It is assumed that the same Privacy Profile check is performed for LCS Client, AF and SL Positioning Client UE when triggering the SL-MT-LR.

There has been proposal in SA2 to add LCS Client(s) into the LCS Privacy Profile to allow the network to authorize the SL Positioning Client UE. However, there are some limits and unresolved issues remaining: there is no consideration of privacy exposure to other SL Positioning UEs such as SL Positioning Server UEs, Located UEs, Reference UEs, with which the privacy breach is equally or more servere in security damages.


	
	

	Summary of change:
	The SLPKMF assign the SL Positioning UE role upon receiving the request from the participating UE. After authorization for the UE role, the SLPKMF assign the role to the requesting UE, based on the UDR Location Privacy Profile and SL Positioning Policy and other network inforation. The SLPKMF digitally signs the role along with the privacy list back to the UE that requests the SL Positioning UE role.


	
	

	Consequences if not approved:
	There is no complete procedure for a network function to check in the SL Positioning UE Privacy/authorization whether a SL Positioning Client/Server/Located/Reference UE is allowed to retrieve the location for a UE or not.

	
	

	Clauses affected:
	6.3

	
	

	
	Y
	N
	
	

	Other specs
	
	
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	






[bookmark: _Toc58920676][bookmark: _Toc145928627][bookmark: _Toc138251313][bookmark: _Toc138251311][bookmark: _Toc58920560][bookmark: _Toc122418051][bookmark: _Toc66692643][bookmark: _Toc66701822][bookmark: _Toc69883480][bookmark: _Toc73625490][bookmark: _Toc98836861][bookmark: _Toc125508458][bookmark: _Toc125508617][bookmark: _Toc125974545][bookmark: _Toc58920557][bookmark: _Toc122418048][bookmark: _Toc122418134][bookmark: _Toc122440738]* * * * First change * * * *
[bookmark: _Toc145059235][bookmark: _Toc153459179][bookmark: _Toc145059236][bookmark: _Toc153459180][bookmark: _Toc145059237][bookmark: _Toc153459181][bookmark: _Toc145059238][bookmark: _Toc153459182][bookmark: _Toc58920611][bookmark: _Toc145928503]6.3	Authorization for Ranging/SL positioning service
6.3.1	General
According to clause 4.1 of TS 23.586 [2], a UE capable of Ranging/SL Positioning may take different roles roles (e.g., Target UE, SL Reference UE, Located UE, SL Positioning Server UE) in various Ranging/SL Positioning operations. Each of the UEs in a Ranging/SL Positioning service acts in its own authorized role. The UE shall follow the policy/parameters defined in clause 5.1 of TS 23.586 [2] for authorization with the network. TS 23.586 [2] clause 5.6 also specifies that Ranging/SL Positioning service can be exposed to an authorized SL Positioning Client UE5GC NF or AF or LCS client to obtain the relative or absolution distance/direction result between two UEs capable of Ranging/SL positioning.
This clause specifies the authorization requirements and procedures for the operations in Ranging/SL positioning services wherever authorization or privacy check is required.
6.3.2	Authorization requirements
[bookmark: _Hlk158729325]The 5G system shall support the authorization of the role of the UE (e.g. as a Target UE/SL Reference UE/SL Positioning Server UE/Located UE) in a Ranging/Sidelink Positioning service.
The 5G system shall support authorization of the UE for Ranging/SL positioning communication in unicast mode, broadcast/groupcast mode.
The 5G system shall support authorization of the AF, 5GC NF, LCS Client or SL Positioning Client UE, for Ranging/SL Positioning service exposure.
The 5G system shall support authorization of the SL Target UE/SL Reference UE/Located UE for Ranging/SL Positioning service privacy information sharing between peer UEs.
The 5G system shall support privacy protection of the to-be-measured UEs for Ranging/SL Positioning service exposure.
Note: It is assumed that all the SL UE(s) selected as SL Positioning Server UE are assumed to be trusted and therefore not required for authorization.
6.3.3	Procedures of UE role authorization during discovery
According to TS 23.586 [2] clause 5.2, the role of the UE is included in discovery messages for 5G ProSe capable UEs and included in unicast link establishment messages for V2X capable UEs.
For ProSe capable UEs, before claiming its role to the peer UE(s) in the discovery message, the role of the claiming UE shall be authorized by the network. The UE role authorization shall be performed via the SLPKMF through Discovery Key Request/Response messages during the security procedure for Ranging/SL positioning discovery as defined in clause 6.2.3. The authorization information used to check whether the UE is allowed to act the claimed role in a Ranging/SL positioning service is included in UE subscription data as specified in clause 5.8 of TS 23.586 [2]. The SLPKMF shall retrieve subscription information from the UDM for authorizing the role claimed by the UE. Only after successful authorization of the UE's role, the SLPKMF shall then generate and provision discovery security materials to the UE, which indicates the successful authorization of the UE role.
If the UE claims its role to the peer UE(s) in DCR and DCA messages, the UE role authorization may be performed by the peer UE against its locally configured information, which can be provisioned by the application,. If the UE role is not acceptable, the peer UE shall discard or reject the request directly.
[bookmark: _Toc145059239][bookmark: _Toc153459183]6.3.4	Procedures of UE authorization for Ranging/SL positioning communication
The details of UE authorization for Ranging/SL positioning communication in unicast mode are specified in clause 6.4.3.
The details of UE authorization for Ranging/SL positioning communication in broadcast/groupcast mode are specified in clause 6.4.4.
[bookmark: _Toc145059240][bookmark: _Toc153459184]6.3.5	Procedures for authorization of AF/5GC NF/LCS Clientfor Ranging/SL positioning service exposure
[bookmark: OLE_LINK9]For the authorization of the AF, 5GC NF or LCS client for Ranging/SL Positioning service exposure, the SL-MT-LR procedure specified in TS 23.273 [3] is taken as the baseline. The authorization shall be performed towards all the n UEs (n ≥ 2), i.e. UE1, UE2, ..., UEn in the request message. If all of the UEs grant permission for Ranging/SL Positioning exposure, the GMLC shall forward the service request from the AF/5GC NF to the AMF. If none of the UEs grants permission for Ranging/SL Positioning exposure, the GMLC shall reject the service request. If part of the UEs grant and part of the UEs don't grant permission for Ranging/SL Positioning exposure, the GMLC shall decide t, o proceed with or reject the service request from the AF5GC NF or LCS client based on implementation, e.g. a local rule configured by the network operator. If the GMLC decides to accept the service request, it shall only inclu, de the identities of the UEs granting permission in the service request forwarded to the AMF.
When receiving the RangingSL Pos or LCS client itioning service request from the AF/5GC NF, the GMLC interacts with the UDM to check the UE privacy profile. The UE LCS Privacy Profile defined in clause 5.4.2 of TS 23.273 [3] is taken as the baseline for the UE privacy profile for Ranging/SL positioning services.
NOTE:	The details of the UE privacy profile for Ranging/SL positioning services needs to be align with SA2.
The GMLC interacts with the AMF to request the ranging result of UEs, which may include an indication of a privacy related action. If the indicator of privacy check related action indicates that the UE must either be notified or notified with privacy verification, a notification invoke message is sent to the UE if the signalling connection established. However, if the Ranging/SL Positioning service is disallowed by the UE, or signalling connection establishment fails and UE notification (including UE notification with privacy verification) is required, the AMF shall provide failure response to the GMLC.
[bookmark: _Toc145059241][bookmark: _Toc153459185]6.3.6	Procedures for authorization of UE for Ranging/SL positioning service exposure
[bookmark: _Toc145059242][bookmark: _Toc153459186]6.3.6.1	General
According to TS 23.586 [2], clause 5.6.2, Ranging/SL Positioning service can be exposed to the SL Positioning Client UE through PC5 or through 5GC control plane. The SL Positioning Client UE shall be authorized for Ranging/SL Positioning service exposure.
[bookmark: _Toc145059243][bookmark: _Toc153459187]6.3.6.2	Authorization procedure for Ranging/SL positioning service exposure through 5GC control plane
For Ranging/SL Positioning service exposure through the network via control plane (i.e. clause 6.7.1.2.3 of TS 23.586 [2]), the MO-LR authorization as specified in TS 23.273 [3] is reused for the authorization of the SL positioning Client UE.
If the Client UE is not authorized, the Ranging/SL Positioning service request shall be rejected.
To preserve the privacy of the Target/Reference UEs, the privacy profiles of the Target/Reference UEs shall be checked. Upon receiving Ngmlc_Location_ProvideRanging_Request from the AMF (i.e. step 3 in clause 6.7.1.2.3 of TS 23.586 [2]), the GMLC shall perform the privacy check for the Target/Reference UEs as defined in clause 6.3.5 during the SL-MT-LR procedure (i.e. step 4 in clause 6.7.1.2.3 of TS 23.586 [2]).
[bookmark: _Toc145059244][bookmark: _Toc153459188]6.3.6.3	Authorization procedure for Ranging/SL positioning service exposure through PC5
For Ranging/SL Positioning service exposure through PC5 (i.e. clause 6.7.1.1 of TS 23.586 [2]), the SL Positioning Client UE authorization is triggered by the Reference/Target UE during PC5 link establishment. The authorization can be performed by the network via the SLPKMF for ProSe capable UEs or by the Reference/Target UE if the authorization information is available in the UE.
If the Client UE is not authorized, the Ranging/SL Positioning service request shall be rejected.

[bookmark: _Toc153459189][bookmark: _Toc145059245]6.3.7	Procedure of UE privacy verification for UE-only operation 
For UE-only Operation in which the network is not involved in Ranging/Sidelink positioning, the authorization for UE privacy is based on the local configured privacy verification information to determine whether its location related information can be exposed to the peer UE or not. If the privacy profile allows location exposure, the UE (e.g. Located UE) accepts the request to expose its location related information and proceeds.
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