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1
Decision/action requested

It is proposed to approve the key issue
2
References
[1]
S3-235089: New SID on enablers for Zero Trust Security
3
Rationale

The study item approved in [1] has two WTs as part of the objectives. WT1 is about identifying which data may be relevant to be exposed for security evaluation and monitoring of 5G SBA layer. The data required to be exposed may be classified as security logs, security alarms, security counters and security KPIs. Also, considering different security risks on 5G SBA layer can help classify the security data to be exposed in a better manner.
This document proposes architectural assumptions to be followed for the Rel-19 study on enablers for Zero Trust Security, specifically in relation to WT1. 
4
Detailed proposal

*** 1st CHANGE ***

4
Security Assumptions
Exposing the security data in a structured manner can help automated continuous security monitoring. In order to do this, classification of security data and defining a structure can help. 

In relation to data exposure for security evaluation and monitoring, it is important to understand the relevant security risks associated with SBA. Accordingly, symptoms required to assess the possibility of exploiting any such risks can be considered for data exposure. For this study, it is assumed that following attacks may be applicable to SBA layer, which can be implemented using microservices or virtual network functions:

·  Network level attacks

· Service-level attacks

· API security risks

· Infrastructure related attacks: These attacks can be considered out of scope for 3GPP. However, operators may want to define specific security data to be exposed for such attacks. This study does not consider defining data exposure for these attacks.
*** END OF 1st CHANGE***

