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3GPP™ Work Item Description
Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title:	
New SID on end-to-end slice data protection
Acronym:	
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Unique identifier:	
TBD
Potential target Release:	Rel-19

1	Impacts
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	X
	X
	
	X
	

	No
	
	
	
	
	

	Don't know
	
	
	X
	
	



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …

	X
	Study 

	
	Normative – Stage 1

	
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	SA3
	
	Security architecture and procedures for 5G system



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	{optional free text} 



Dependency on non-3GPP (draft) specification:
none
3	Justification
Current TS 33.501 covers network slice specific access authentication and authorization that could address User ID and credentials different from 3GPP subscription credentials. But, TS 33.501 does not address the end-to-end protection of the user data transmitted within the slices. 

Solutions relying on over-the-top applications to protect user data in integrity or confidentiality or both require expertise from the users to install the solutions. Consequently, the user data transmitted within slices may not be properly protected. Additionally, the attack surface increases, and there is also the risk that the devices may not support solutions relying on over-the-top applications. 

To guaranty seamless security and privacy of user data exchanged within slices, an end-to-end protection for slice data should be defined by 3GPP. 
4	Objective
The objectives to the SID are the following work tasks (WT):
· WT1: to study end-to-end protection of user data transmitted within slices

TU estimates and dependencies

	Work Task ID
	TU Estimate
(Study)
	TU Estimate
(Normative)
	Other 3GPP Group Dependency
(Yes/No/Maybe)

	WT1
	2.5
	0.5
	No

	
	
	
	No



Total TU estimates:  3 TUs

5	Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	TR
	33.xyz
	Study on slice data protection
	XX
	XX
	TBD

	
	
	
	
	
	




	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	



6	Work item Rapporteur(s)
TBD

7	Work item leadership
SA3

8	Aspects that involve other WGs

9	Supporting Individual Members

	Supporting IM name

	Thales

	

	

	

	

	







