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Decision/action requested

It is proposed to approve the key issue
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Rationale

Current 5G 3gpp security specification [2][3][4] describes the architectural and security flows by adapting the NR satellite access to existing different 5GS procedures. 
One of the objectives from Rel-19 study S3-235103[1] is to study the impacts to the current 5GS system when supporting store and forward operations for NR NTN and IoT NTN enhancements in existing deployments. In some scenarios, Application Server for a delay-tolerant/non-real-time IoT NTN service may need to send mobile terminated messages to the IoT devices. For devices deployed in remote area where there is no coverage by MNO and only satellite is possible, and if the satellite needs to operate in store-and-forward mode, the mobile terminated messages can still be delivered to the devices with some delays. Below key issue proposes to study the security and privacy issues related to this scenario. 
4
Detailed proposal

*** 1st CHANGE ***

X.1
Key issue # X: Mobile Terminated (MT) and Mobile Originated (MO) store and forward packet issue
X.1.1
Key issue details 

With store and forward functionality, in absence of end-to-end connectivity, and with moving satellites, it is likely that a satellite receives the MT or MO data for a UE/IoT device but there is no active security context with that satellite gNB. The end-to-end connectivity may break because of movement of satellite, or UE, or both. In such scenarios, existing access stratum security context need to cater the intermittent discontinuity of communications between RAN and core network entities. Also, scernaios where the UE is stationary, but satellite has moved and UE gets connected to a different satellite need to be studied further. This key issue aims at studying the security related aspects of such scenarios.
X.1.2
Threats

MO/MT data sent from/to a UE/IoT device may be lost due to scenarios where satellites and/or UEs are moving. This can lead to service unavailability threat as perceived by the UEs.
X.1.3
Potential security requirements 

The 5GS shall ensure secure and reliable data transfer to and from UEs / IoT devices when operating in store and forward mode for MO as well as MT communications.
*** END OF 1st CHANGE***

