

	
3GPP TSG-SA3 Meeting #115	S3-240802
Athens, Greece, 26th February - 1st March 2024

	CR-Form-v12.1

	CHANGE REQUEST

	

	
	33.533
	CR
	0064
	rev
	-
	Current version:
	18.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	PC5 security policy for Ranging/SL positioning service

	
	

	Source to WG:
	Xiaomi

	Source to TSG:
	S3

	
	

	Work item code:
	Ranging_SL
	
	Date:
	2024-02-19

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-18

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	Requirements on PC5 security policy are specified for V2X services in TS 33.536 and ProSe services in TS 33.503 respectively. For Ranging/SL positioning services, PC5 security policy is also required to protect RSPP signalling messages. As RSPP signalling messages are tranferred over PC5-U, the integrity protection of PC5-U shall be required for network-based Ranging/SL positionging services. Therefore, it is proposed to add the requirements on PC5 security policy provisioning and setting for Ranging/SL positioning services in TS 33.533.

In addition, as the procedure of key provisioning defined in clause 6.4.3.3 does not apply to V2X UE, the root key material for establishing secure PC5 link for network-provided Ranging/SL Positioning services (i.e. 5GC-MT/MO-LR services) is missing in V2X UE. It means that V2X UE is not able to establish secure sidelink for 5GC-MT/MO-LR services. Therefore, it is proposed that the root key material is provisioned when the network providing Ranging/SL Positioning services provisions the PC5 security policy to the UE.


	 
	

	Summary of change:
	Added the requirements on PC5 security policy for Ranging/SL positioning services.
Added the requirement of provisioning the root key material to V2X UEs for establishing secure PC5 link for network-provided Ranging/SL Positioning services.

	
	

	Consequences if not approved:
	Requirements on PC5 security policy for Ranging/SL positioning services are missing in the specification.
Security of unicast direct communication for network-provided Ranging/SL Positioning services (i.e. 5GC-MT/MO-LR services) between V2X UEs cannot be established.
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[bookmark: _Toc145059232][bookmark: _Toc145061224][bookmark: _Toc145059233][bookmark: _Toc145061225]*************** Start of the 1st Change ****************
[bookmark: _Toc145059248][bookmark: _Toc153459192]6.4.2	Security requirements
The 5G system shall support mutually authentication between the UEs during unicast direct communication establishment for Ranging/SL Positioning control over RSPP.
The 5G system shall support integrity, confidentiality and anti-replay protection for the information transferred during unicast direct communication for Ranging/SL Positioning control over RSPP.
The 5G system shall support cryptographic separation for each SR5 interface and for each peer UE during unicast direct communication for Ranging/SL Positioning control over RSPP.
The 5G system shall support integrity, confidentiality and anti-replay protection for the information transferred during unicast communication for Ranging/SL Positioning control over the protocol between the UE and LMF.
The PCF shall be able to provision PC5 security policies to the UE for Ranging/SL positioning services during service authorization and information provisioning procedure. 
The 5G system shall support a means to provide confidentiality, integrity and anti-replay protection of SL positioning signalling during broadcast/groupcast communication for Ranging/SL positioning.
[bookmark: OLE_LINK1]The 5G system shall provide a means to mitigate trackability and linkability attacks of the UE during broadcast/ groupcast communication for Ranging/SL positioning.
*************** Start of the 2nd Change ****************
[bookmark: _Toc145059252][bookmark: _Toc153459196][bookmark: _Hlk158144132]6.4.3.3	Unicast direct communication for Ranging/SL Positioning services provided by network
For Ranging/SL Positioning services provided by network operators, the network shall support key provisioning and management for unicast direct communication. The security procedures defined for 5G ProSe UE-to-Network Relay communication in clause 6.3.3.2 of TS 33.503 [6] are reused with the following modifications:
-	The SLPKMF instead of 5G PKMF is used to generate and provision the key materials for secure unicast direct communication of Ranging/SL Positioning services.
-	UE SLP Key Request/Response are used instead of ProSe Remote User Key Request/Response.
-	Ranging/SL Positioning Application Identifier is used instead of RSC.
-	SLPK and SLPK ID are used instead of UP-PRUK and UP-PRUK ID.
-	SLP Key Request/Response are used instead of Key Request/Response.
-	KSLP is used instead of KNRP.
-	KDF of KSLP uses Ranging/SL Positioning Application Identifier as input instead of RSC.
NOTE:	This procedure does not apply to V2X capable UEs.
For a V2X capable UE to support network-provided Ranging/SL Positioning services, the root key materials for securing unicast direct communication may be configured on the UE by the network when provisioning PC5 security policies to the UE for the services. 
For both ProSe capable UE and V2X capable UE, the PC5-U integrity security policy for Ranging/SL positioning services provisioned by the network is set to "REQUIRED".
*************** End of the Changes ****************

