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[bookmark: _Toc152846688]***************Start of the Change ****************
6.5.3.4	Revocation 
API Exposing Function needs to be informed about revocation if this is necessary to ensure correct handling of revocation, and CCF may inform the AEF via the following procedure..
Editor's note: this clause describes the revocation procedure, unless this is taken care of by SA6 as it is for non RNAA use cases.


Figure 6.5.3.4-X Procedure for revoking API invoker authorization 
As described in figure 6.5.3.4-X, the CCF shall inform API exposing function to revoke the token via the procedure defined in clause 8.23.4 of TS 23.222 [3] with the following modifications.
· In step 0, CCF may receive the Authorization Revocation Request message from the UE, resource owner client, web page, etc. The method enabling CCF to obtain the revocation information is out of the scope of this document.
The Authorization Revocation Request message shall include information that can identify the RNAA-related tokens (e.g., the resource owner ID, the expiration time, the AEF ID, service API ID, token identity).
Upon receiving the Authorization Revocation Request message, the CCF shall revoke the corresponding token, and if needed, revoke-related authorization (e.g. authorization code or authorization policy) for the service API and the resource owner ID (i.e. the GPSI).
· In step 2, to revoke authorization for resource related to a specific resource owner/UE, authorization revocation request may send to the AEF. The authorization revocation request shall include information that can identify the RNAA-related token as described in step 0. The CCF selects the AEF based on the AEF ID which is included in the Authorization Revocation Request message. 
· In step 3, the AEF shall invalidate the authorization based on the authorization revocation request in step 2. Before responding to API invoker's API invocation request, AEF shall check whether the token presented by API invoker is revoked or not. AEF does not need to maintain the revocation information after the expiration time of the token.
· In step 6, the notification message shall include information that can identify RNAA-related tokens.
***************End of the Change ****************
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