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1	Decision/action requested
Approve the pCR to TR 33.700-41
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3	Rationale
This contribution proposes a new key issue on 256-bit CK and 256-bit IK in AKA procedure. 
The concatenation of 128-bit CK and 128-bit IK is used by ME /UDM/ARPF in the following scenarios.
· To derive KAUSF in 5G AKA procedure, the concatenation of 128-bit CK and 128-bit IK (i.e. CK||IK) is used as the input key of KDF (i.e. the HMAC-SHA-256) specified in TS 33.501 [1] and TS 33.220 [2].
· To derive CK' and IK' in EAP-AKA' procedure, the concatenation of 128-bit CK and 128-bit IK (i.e. CK||IK) is used as the input key of KDF (i.e. the HMAC-SHA-256) specified in TS 33.501 [1] and TS 33.220 [2].
To mitigate potential quantum threats, MILENAGE 256-bit algorithm set or Tuak algorithm set may be used by 3GPP operators. According to S3‑211408 [3] and S3‑234134 [4], for candidate MILENAGE 256-bit algorithm set, i.e. MILENAGE-256-R, provided by SAGE, CK/IK can be 256-bit, The Tuak algorithm supporting 256-bit K may also generate 256-bit CK and 256-bit IK as specified in TS 35.231 [5].
If MILENAGE-256-R or Tuak algorithm set is selected, the USIM/UDM/ARPF will generate 256-bit CK and 256-bit IK. In the current 5GS, the traditional ME /UDM/ARPF derives the KAUSF/CK'/IK' using 128-bit CK and 128-bit IK. Moreover, the input key of HMAC-SHA-256 can be any key with length longer or equal to the length of the HMAC-SHA-256 output (i.e. 256 bits) [z]. The following statement is captured from the IETF RFC 2104 [6], in which the L is the length of the HMAC-SHA-256 output.
Keys longer than L bytes are acceptable but the extra length would not significantly increase the function strength. (A longer key may be advisable if the randomness of the key is considered weak.) 
The mechanism to enable the ME/UDM/ARPF to support 256-bit CK/IK is not clear. 
4	Detailed proposal
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5.X.1	Key issue details
The concatenation of 128-bit CK and 128-bit IK is used by ME/UDM/ARPF in the following scenarios.
· To derive KAUSF in 5G AKA procedure, the concatenation of 128-bit CK and 128-bit IK (i.e. CK||IK) is used as the input key of KDF (i.e. the HMAC-SHA-256) specified in TS 33.501 [x] and TS 33.220 [y].
· To derive CK' and IK' in EAP-AKA' procedure, the concatenation of 128-bit CK and 128-bit IK (i.e. CK||IK) is used as the input key of KDF (i.e. the HMAC-SHA-256) specified in TS 33.501 [x] and TS 33.220 [y].
If MILENAGE-256-R or Tuak algorithm set is selected, the USIM/UDM/ARPF will generate 256-bit CK and 256-bit IK. However, how to enable the ME/UDM/ARPF to support 256-bit CK/IK is not clear. 
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If the mechanism to derive KAUSF/CK'/IK' with 256-bit CK/IK rather than 128-bit CK/IK is not clear, the AKA procedures cannot be completed. 
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5GS shall be able to support deriving KAUSF/CK'/IK' based on 256-bit CK and the 256-bit IK.
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