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1
Decision/action requested

It is requested to add the new key issue for FS_5GSAT_SEC_Ph3 in TR 33.700-29.
2
References

[1]
3GPP TR 33.700-29: "Study on Security Aspects of 5G Satellite Access in the 5G architecture; Phase 3"
3
Rationale

This pCR introduces a new key issue for FS_5GSAT_SEC_Ph3 in TR 33.700-29 [1]. 
The proposed key issue: Security for S&F satellite operation is corresponding to WT2 of Rel-19 Satellite Security SID, which analyzes potential security threats under S&F satellite operation and introduces new security requirements for EPS/5GS.
4
Detailed proposal

*************** Start of the 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]




3GPP TR 23.700-29: "Study on integration of satellite components in the 5G architecture; Phase 3".

[y]




3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".
[z] 



3GPP TS 33.501: "Security architecture and procedures for 5G system".
*************** Start of the 2nd Change ****************

5
Key issues

5.X
Key Issue #X: Security for S&F satellite operation

5.X.1
Key issue details

Store and Forward (S&F) Satellite operation is intended to provide the communication service for UEs under satellite coverage with intermittent/temporary satellite connectivity. This is particularly useful for delay-tolerant communication services when the UE is not connected to the ground network, if the service link or the feeder link is not available. In such cases, the satellite can temporarily store the UE signalling/data. The relevant solutions are studied in TR 23.700-29 [x].

While the current security mechanism defined in TS 33.401 [y] and TS 33.501 [z] can ensure the security under "normal/default Satellite operation", the introduction of "S&F satellite operation" may have additional security impacts. Especially, if the existing security mechanism cannot adapt to the architecture enhancements and mobility enhancements, the EPS/5GS may be vulnerable to various attacks and the UE privacy under S&F satellite operation may be compromised.

Therefore, it is necessary to study how to secure the communication service and protect the UE privacy under the S&F satellite operation. 
5.X.2
Security threats

If the UE is not authenticated under the S&F satellite operation, an attacker can impersonate a legal UE and attach to the EPS/5GS.
If the UE is not authorized for S&F satellite operation, a malicious UE may consume the resource of the satellite until the serving satellite is disrupted.

If the UE identifier and/or transmitted data are disclosed to undesired/malicious UE or undesired network functions under S&F satellite operation, the UE’s movements will be traceable to others, and the UE’s privacy will be violated.

5.X.3
Potential security requirements
The IoT NTN (EPS)/NR NTN (5GS) shall provide means to support UE authentication under the S&F satellite operation.

The IoT NTN (EPS)/NR NTN (5GS) shall provide means to ensure that the UE is authorized to use the S&F operation for UL/DL data transmission.

The IoT NTN (EPS)/NR NTN (5GS) shall provide means to mitigate trackability and linkability attacks of the UE.
*************** End of the Change ****************
