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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

[1]
3GPP TR 23.700-29: " Study on integration of satellite components in the 5G architecture; Phase 3”
3
Rationale

The SA2 TR discussed three different options of UE-Satellite-UE communication for multimedia telephony services over IMS, in all cases the control signalling path is going over the IMS in the mobile network on the ground: 

· Both UEs are in the same cell, media path is switched at the satellite,
· Both UEs are in the same cell, media path is switched between two or more satellites via Inter Satellite link(s),
· Both UEs are in different cells, media path is switched between two or more satellites via Inter Satellite link(s).
It must be assured that the media is not accessible by spoofing the communication and that the media is not hijacked to a malicious 3rd party UE, irrespectively of the number of inter satellite links. 
4
Detailed proposal

Start of Changes
5.X
Key Issue #X: Security and Privacy for UE-Satellite-UE communication
5.X.1
Key issue details

The SA2 TR discussed three different options of UE-Satellite-UE communication for multimedia telephony services over IMS, in all cases the control signalling path is going over the IMS in the mobile network on the ground: 

· Both UEs are in the same cell, media path is switched at the satellite,

· Both UEs are in the same cell, media path is switched between two or more satellites via Inter Satellite link(s),

· Both UEs are in different cells, media path is switched between two or more satellites via Inter Satellite link(s).

It must be assured that the media is not accessible with respect to spoofing of the UE to Satellite communication and that the media is not hijacked to a malicious 3rd party UE. 

5.X.2
Security Threats
If the IMS communication between the UEs via the satellite link involving one or more satellites in the communication path is not security protected, then evesdroppers are able to monitor the communication. 

If the UEs involved in the local media routing via the satellite(s) are not mutual authenticated, then the communication could get hijacked towards an attacker UE. 
5.X.3
Potential security requirements

The IMS communication betweens the UEs via the statellite link shall be integrity and confidentiality protected.

The UEs involved in the IMS communication shall be able to authenticate each other. 
Editor's Note:
3GPP SA2 WG coordination is required in case SA2 decides to enable IP services for the UE-Satellite-UE communication other than IMS MMTel.
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