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1	Decision/action requested
This paper discusses privacy verification for ranging/SL positioning service exposure through PC5.
2	References
[1] 	3GPP TS 33.533
[2] 	3GPP TS 23.586
[bookmark: _Hlk157962554][3] 	S2-2401651
3	Rationale 
SA3 and SA2 have exchanged LSs to discuss the security aspects for service exposure through PC5 link. And SA2 has reached some consensus on the privacy verification of to be measured UEs (i.e., Target UE, SL Positioning Reference UE) in LS S2-2401651[3]. Therefore, SA3 should specified security procedures for service exposure through PC5 accordingly.
4	Discussion
[bookmark: _Hlk157953801]4.1 Authorization of service exposure of Client UE
This clause captures the details of procedures of service exposure through PC5 from TS 33.533[1] and TS 23.586[2].
	[bookmark: _Toc134242682][bookmark: _Toc136480580][bookmark: _Toc136480694][bookmark: _Toc153803344]TS 33.535
[bookmark: _Hlk158045977][bookmark: _Toc145059244][bookmark: _Toc153459188]6.3.6.3	Authorization procedure for Ranging/SL positioning service exposure through PC5
For Ranging/SL Positioning service exposure through PC5 (i.e. clause 6.7.1.1 of TS 23.586 [2]), the SL Positioning Client UE authorization is triggered by the Reference/Target UE during PC5 link establishment. The authorization can be performed by the network via the SLPKMF for ProSe capable UEs or by the Reference/Target UE if the authorization information is available in the UE.
If the Client UE is not authorized, the Ranging/SL Positioning service request shall be rejected.

TS 23.586
[bookmark: _Hlk157960218]6.7.1.1	Procedures for Ranging/SL Positioning service exposure through PC5


[bookmark: _CRFigure6_7_11_]Figure 6.7.1-1: Service exposure to SL Positioning Client UE via PC5



According to clause 6.3.6.3 of TS 33,533[1], the authorization of Client UE is performed by SLPKMF for Prose capable UE, or by the Reference/Target UE against its local authorization information. The SLPKMF or the Reference/Target UE verifies the UE’s role to determine whether it can perform as a Client UE. 
[bookmark: _Hlk158022675]According to clause 6.7.1.1 of TS 23.586[2], after discovery and PC5 connection establishment between Client UE and to be measured UEs (i.e. Target UE, one or more SL Reference UE(s)/Located UE(s)), the Client UE selects UE1 (i.e., Target UE or SL Reference UE) to receive SL Positioning Service Request. After UE1 receives the service request from the Client UE. Based on the user info of Client UE and UE1’s local privacy verification information (e.g. UE privacy profile), UE1 performs privacy verification to determines whether its location related info can be exposed to the Client UE or not.
Observation 1. The authorization of service exposure through PC5 is implicit executed before Client UE sending SL Positioning Service Request to UE1, since only the authorized Client UE can send the SL Positioning Service Request through PC5. 
[bookmark: _Hlk157969860][bookmark: _Hlk158022605][bookmark: _Hlk159248530]Proposal 1. UE1 (i.e. Target UE or SL reference UE who receives Client UE’s SL Positioning Request) performs privacy verification according to its local privacy verification information.

[bookmark: _Hlk158035879]4.2 Privacy check of to-be measured UE for service exposure through PC5
There are two operations for service exposure through PC5, i.e., the Network-based operation and the UE-only operation. 
For the Network-based operation, according to LS S2-2401651[3], UE1 is not supported to include user info of the Client UE within the SL-MO-LR, hence the privacy verification of to-be-measured UEs (whether its location related information can be exposed to UE1) cannot be performed by network, which is similar to the privacy verification of to-be-measured UEs in UE-only operation. And in UE-only operation, the required user info of the Client UE would be included in supplementary RSPP message(s) which can be sent over PC5.
Observation 2. For both Network-based operation and UE-only operation, the privacy verification of to-be-measured UEs cannot be performed by network functions.
This clause captures the details of procedures of UE-only operation of service exposure through PC5 from TS 33.533[1] and TS 23.586[2].
	[bookmark: _Toc153459189][bookmark: _Toc145059245][bookmark: _Toc133441719][bookmark: _Toc134242688][bookmark: _Toc136480586][bookmark: _Toc136480700][bookmark: _Toc153803350]TS 33.535
6.3.7	Procedure of UE privacy verification for UE-only operation 
For UE-only Operation in which the network is not involved in Ranging/Sidelink positioning, the authorization for UE privacy is based on the local configured privacy verification information to determine whether its location related information can be exposed to the peer UE or not. If the privacy profile allows location exposure, the UE (e.g. Located UE) accepts the request to expose its location related information and proceeds.
TS 23.586
6.8	Procedures of Ranging/Sidelink Positioning control


[bookmark: _CRFigure6_8_11ProceduresforRangingSide]Figure 6.8.1-1: Procedures for Ranging/Sidelink Positioning control (UE-only operation)



[bookmark: _Hlk158022808]As depicted in the figure above, the UE1 receives Ranging/SL Positioning Service request including SL Positioning Client UE's user info, Target UE's user info, SL Reference UE's user info. The UE1 may discover UE2/.../UEn, selects the SL Positioning Server UE, and further transfer messages between the SL Positioning Server UE and UE2/.../UEn. For example, the SL Positioning Server request capabilities of UE2/.../UEn from UE1, and provides the Sidelink Positioning assistance data to UE2/.../UEn through UE1. Therefore, it is reasonable to leverage the UE1(i.e. Target UE or a SL reference UE) to transfer the user info of the Client UE to the UE2/.../UEn (i.e., SL Reference UEs/Located UEs). According the user info of the Client UE and their local privacy verification information, the SL Reference UEs/Located UEs separately perform the privacy verification to determine whether their location related information can be exposure to the Client UE or not. 
[bookmark: _Hlk158041464]Proposal 2. For UE-only operation or Network-based operation, the UE1 sends the user info of the Client UE to UE2/.../UEn (i.e. Target UE or a SL reference UE) for these UEs separately verification of whether their location related information can be expose to the client UE or not.   
[bookmark: _Hlk158044049]After interaction of privacy verification between UE1 and UE2/.../UEn, the UE1 receives results of whether these UEs willing to expose location information to Client UE. UE1 selects LMF or SL Positioning Server UE and triggers service by sends SL-MO-LR request message or Ranging/SL positioning request to the LMF or Server UE, in which, the application Layer ID of UEs 2 to n and the Ranging/SL positioning result types are sent to LMF or Server UE. To prevent the unallowed UE being involved in the subsequent SL positioning/ranging operation and violating unallowed UE’s privacy, the UE1 should send privacy verification results of UE2/.../UEn to the LMF or Server UE. Then the LMF or Server UE can down select the UEs (e.g. UEx/…/UEy) from UE2/.../UEn for the subsequent SL positioning/ranging operation not only based on UE’s capability, but also on UE’s privacy verification result.
Proposal 3. The UE1 should send privacy verification results of UE2/.../UEn to the LMF or Server UE for further down select the UEs for the subsequent SL positioning/ranging operation.

5	Proposal for endorsement
Based on the detail observations above, we propose that: 
Proposal 1. UE1 (i.e. Target UE or SL reference UE who receives Client UE’s SL Positioning Request) performs privacy verification according to its local privacy verification information.
Proposal 2. For UE-only operation or Network-based operation, the UE1 sends the user info of the Client UE to UE2/.../UEn (i.e. Target UE or a SL reference UE) for these UEs separately verification of whether their location related information can be expose to the client UE or not.   
Proposal 3. The UE1 should send privacy verification results of UE2/.../UEn to the LMF or Server UE for further down select the UEs for the subsequent SL positioning/ranging operation.
[bookmark: _GoBack]And endorse these corresponding CRs S3-240741 (i.e. for Network based operation) and S3-240742 (i.e. for UE-only operation).
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