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1
Decision/action requested

This contribution provides a discussion on protecting the UPU MAC header information.
2
References

None
3
Rationale

To overcome the possible security issues with not protecting the UPU header, it is proposed to include the header contents in the UPU data and any UE supporting the inclusion of such information would use that information and not the information in the header to determine how to respond to the UPU request. Furthermore the UDM would need to be made aware that the UE supports this UPU enhancement (possibly similarly to the way the MINT enhancement of UPU is signalled) as indicated in the response LS (C1-235532). How such signalling happens is in the scope of CT1 so no view on this is taken in the companion CR (S3-234702). 

The proposed solution provides a solution for protecting UPU header in a backward compatible way, i.e. there is no change to the way the UE checks the MAC. After this has been done the  UE processes the UPU data containing and the UPU header information is part of the UPU data, it uses this to decide on its further actions than the information in the UPU header. As the MAC is calculated in the same way, there is no need to signal anything in the UPU header to indicate that this feature is being used. If something is included in the header then this could be changed by an attacker and hence does not aid security or UE processing. 
4
Detailed proposal

It is proposed to take the above into account when discussing the companion CR (S3-230731) to the UPU procedures.
