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1
Decision/action requested

This contribution proposes to add new KI on security protection for signaling message on N4 interfaces.
2
References

3
Rationale

The contribution proposes to add new KI on security protection for signaling message on N4 interface.

4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ****************

5.X
Key Issue #X: Security for signaling message on N4 interface
5.X.1
Key issue details
In the scenario where the dedicated UPFs are deployed in customer premise, the compromised UPF in NPN might launch signaling attacks towards the SMF in PLMN 5GC network.
This key issue proposes to investigate how to detect the anomalous signaling message through N4 interface and mitigate the caused threats and attacks towards 5GC. 
X.2
Security threats
5GC might be attacked by the malicious signaling sent by the compromised dedicated NF in NPN, even if previously authenticated and authorized, e.g. the N4 association message, N4 session management message, N4 node message, which may cause potential threats such as the DoS attack, service not available attack, by continuous sending of compromised messages to SMF in 5GC, numerous attempts to exhaust connections of N4, etc. 
Another potential threat is excessive CP signaling, e.g. key re-negotiation requests, which may cause DoS attack on 5GC side.

5.X.3
Potential security requirements
5GS shall support the detection and the security protection of the signaling messages being transferred through N4 from dedicated NF in NPN to the NF in PLMN 5GC. 
The functionality of rate-limiting to defend the NFs against excessive CP signaling shall be supported.
*************** End of the change ****************

