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1
Decision/action requested

It is proposed to approve this key issue to study potential solution for protection of partial attach and registration accept message.
2
References
[1]
S3-235103 - Study on Security Aspects of 5G Satellite Access Phase 2
[2]
3GPP TR 23.700-29 - Study on integration of satellite components in the 5G architecture; Phase 3

3
Rationale

It is proposed to approve this key issue.
4
Detailed proposal

*** Start of 1st Change ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[aa]
3GPP TR 23.700-29: "Study on integration of satellite components in the 5G architecture; Phase 3"
*** Start of 2nd Change ***
5.X
Key Issue #X: Key Issue on protection of partial attach and registration accept message 
5.X.1
Key issue details

In SA2 study phase, Key issue#2 - Support of Store and Forward Satellite operation is captured to study the potential solutions. Solution#12 and solution#13 in TR 23.700-29 [aa], considers the deployment options: (1) S & F for multiple satellite deployment (2) S & F for single satellite deployment, in which the gNB/eNB and MME/AMF are onboard in satellite. In the potential solutions (solution#12 and solution#13) under consideration AMF/MME-onboard sends NAS message i.e., Partial attach accept message before PDN connectivity (before authentication), to the UE which is unprotected, indicating to the UE that the sent REGISTRATION/ATTACH REQUEST message is partially stored by the AMF/MME-onboard. The Partial registration and attach accept message may include the 5G-GUTI/GUTI in clear which can lead to privacy attacks. 
5.X.2
Security threats

If the 5G-GUTI/GUTI is provided in clear, it may allow the attacker to track the UE. 

5.X.3
Potential security requirements
The EPS and 5G system shall assign 5G-GUTI/GUTI securely (integrity and confidentiality protected) to the UE. 
*** End of Changes ***
