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1
Decision/action requested

It is proposed to approve this key issue to study potential solution isolation of keys in S&F operating mode. 
2
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3
Rationale

It is proposed to approve this key issue.
4
Detailed proposal

*** Start of 1st Change ***
2
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*** Start of 2nd Change ***
5.X
Key Issue #X: Key Issue on isolation of keys in S&F operating mode
5.X.1
Key issue details

For control plane management of registration and connection management procedures, in SA2 TR 23.700-29 [xx], it was proposed to have the gNB and the AMF-onboard in the satellite. The AMF-ground is an anchor node situated in ground network which has the UE context. The AMF-ground synchronizes the UE context with all the AMF-onboard(s). The gNB and AMF-onboard provide basic connection management procedures. The AMF-onboard executes all the procedures with the UE which does not need interaction with other core network nodes on the ground when the service link is available. 

In the store and forward scenario, when the feeder link or the service link is not available simultaneously, how the NAS contexts are handled is not yet studied. In order to perform the NAS Integrity and ciphering, the NAS keys needs to be made available to the network and the UE. When there are multiple satellites serving the UE (based on the periodic switch) and when there is no inter-satellite link available during the store and forward scenario, it needs to be studied how the NAS contexts are generated (unique per AMF-onboard) and distributed among the satellites in order to perform the protection of NAS signalling.
5.X.2
Security threats

Compromise of keys in a node, can compromises security of all other nodes. If a node is malicious, then it can compromise security of all other nodes.

5.X.3
Potential security requirements
The system shall ensure the key (NAS/AS/UP) isolation per satellite while operating in S&F mode.
*** End Change ***
