3GPP TSG-SA3 Meeting #115
S3-240700
Athens, Greece, 26th February - 1st March 2024
Source:
Samsung
Title:
Key Issue on security mechanisms to authenticate and authorize a UE for the Store & Forward Satellite operation 
Document for:
Approval
Agenda Item:
5.7
1
Decision/action requested

It is proposed to approve this key issue on authentication and authorization a UE for the Store & Forward Satellite operation.
2
References

[1]
TR 23.700-29, "Study on integration of satellite components in the 5G architecture"
[2]
TR 22.865, "Study on satellite access Phase 3"

3
Rationale
The architectural study documented in TR 23.700-29 [1] contains a key issue (KI#2) related to Store and Forward Satellite (S&F) operation. In addition, TR 22.865 [2] provides the following security requirement regarding S&F Satellite operation:
A 5G system with satellite access supporting S&F Satellite operation shall be able to support mechanisms to authorize a UE to use the S&F Satellite operation.
Therefore, it is proposed to add a new Key Issue investigating authentication and authorization of the UE for S&F Satellite operation.
4
Detailed proposal

*** Start of the 1st Change ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[xx]
3GPP TR 23.700-29: "Study on integration of satellite components in the 5G architecture; Phase 3"
[yy]
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture (Release 17)".
[zz]
3GPP TS 33.501: "Security architecture and procedures for 5G system (Release 18)".

*** End of the 1st Change ***
*** Start of the 2nd Change ***
5.X
Key Issue #X: Security mechanisms to authenticate and authorize a UE for the Store & Forward Satellite operation
5.X.1
Key issue details 

This key issue addresses the security mechanisms to authenticate and authorize a UE for the Store & Forward Satellite operation for both EPS and 5GS. 

In the system with satellite access, a UE needs to be securely registered with the network to access services. For control plane management of registration and connection management procedures, in SA2 TR 23.700-29 [xx], it was proposed to have the gNB and the AMF-onboard in the satellite. The AMF-ground is an anchor node situated in ground network which has the UE context. The AMF-ground synchronizes the UE context with all the AMF-onboard(s). The gNB and AMF-onboard provide basic connection management procedures. The AMF-onboard executes all the procedures with the UE which does not need interaction with other core network nodes on the ground when the service link is available. TS 33.401 [yy] and TS 33.501 [zz] already provides the authentication mechanisms between a UE and the network. However, during the Store & Forward operation, the service link or the feeder link are not available at the same time, which makes the existing mechanisms not viable. 

For example, in S&F scenario, if the service and feeder link is not available simultaneously, whenever a procedure needs interaction (one or more message exchanges) with a core network node in the ground then satellite operating in S&F stores the respective message when feeder link is not available and forwards it when feeder link is available. Such delay tolerant scenario for control plane gives a challenge to authenticate the UE which is requesting for the satellite access. The wait period for the service and feeder link to be active and performing the authentication is time consuming and existing procedures needs to be reconsidered in case of S&F. Similarly, there is need for NAS SMC to be reconsidered for the scenario where AMF is in the Core Network. 
Therefore, it is necessary to study a viable attach, registration and NAS SMC procedure in consideration of the discontinuity on the service and feeder link.
5.X.2
Security threats

In case of no authentication and secure communication, it may allow an unauthorized network services.

5.X.3
Potential security requirements
The EPS and 5GS systems shall support authentication mechanisms between the UE and the network for the Store & Forward operation. 

The EPS and 5G systems shall support a mechanism to establish the NAS security association between the UE and the network for the Store & Forward operation.
*** End of the 2nd Change ***
