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1
Decision/action requested

It is proposed to approve this key issue to study potential solution for preventing 2G/3G bidding down attack.
2
References
[1]
S3-235096 - New study proposal on Mitigations on Bidding Down Attack
3
Rationale

It is proposed to approve this key issue.
4
Detailed proposal

*** Start Change ***
5.X
Key Issue #X: Key Issue on 2G or 3G bidding down attack 
5.X.1
Key issue details

The 2G and 3G decommissions are part of a global trend. The Global Mobile Suppliers Association (GSA) identified 142 operators that have announced the forthcoming or already completed shutdown of their 2G and/or 3G networks.

As 2G and 3G uses weak encryption between the base station and the UE, the communication can be cracked in real time by an attacker to intercept calls or text messages.

When UE is in an area with no coverage of 5G or 4G, an attacker capable of mounting a fake 2G and 3G in the same area will be successful in making the 5G and 4G UE camp on the fake 2G and 3G network based on the signal strength. Further, in 2G there is no authentication of the base station to the device, which means that anyone can seamlessly impersonate as a legit 2G base station. If a UE connects to a 2G false base station from 4G or 5G, then it is vulnerable to bidding down attack, e.g. fraudulent SMS or phone call.
5.X.2
Security threats

One such attack scenario is, if the MNO is only 5G operator, then the UE camping on the 2G Cell Site Simulator (CSS) mounted by an attacker may provide the IMSI in clear, which allows the attacker to bind the UE and the IMSI to track the UE location in the 5G network (if the home network has configured "null-scheme" to be used). 
5.X.3
Potential security requirements
The system shall support a method to prevent UE from selecting or camping on certain radio network type (for example, 2G, 3G) that are restricted or not allowed or not deployed by the operator.

*** End Change ***
