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1
Decision/action requested

It is proposed to approve this Key issue on DNS Security to study potential solutions.
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Rationale

Considering the service discovery procedure specified in clause 6.3.1 of TS 23.501 [2], an attacker may observe plaintext DNS queries over the customer premises network. This is a potential risk for topology exposure when NFs are deployed in a different security domain and exchange unencrypted DNS messages. Therefore, the 5G system should support a mechanism for secure exchange of DNS queries/answers, when the dedicated NFs are in customer premises.
4
Detailed proposal

***
BEGIN OF 1st CHANGE
***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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***
BEGIN OF 2nd CHANGE
***

5.X
Key issue #X: DNS Security issue in PLMN hosting NPN scenario

5.X.1
Key issue details

SA1 has captured the scenario for NPN security considerations in clause 8.2 of TS 22.261 [xx], which is:

“The 5G system shall enable a PLMN to host an NPN without compromising the security of that PLMN.

NOTE: 
Dedicated network entities of NPN can be deployed in customer premises that are outside the control of the PLMN operator.”
When NPN is hosted by a PLMN, there are two possible deployment scenarios as below:

 -
For scenario 1, dedicated UPF is deployed in customer premises, with N4 interface (non-SBA interface) with the operator premises.

-
For scenario 2, dedicated UPF and part of CP functions are deployed in customer premises with SBA interface with operator premises (SBA interface).

Considering the service discovery procedure specified in clause 6.3.1 of TS 23.501 [yy], an attacker may observe plaintext DNS queries over the customer premises network. This is a potential risk for topology exposure when NFs are deployed in a different security domain and exchange unencrypted DNS messages.

5.X.2
Security Threats

As the security at the customer premise might be weaker than that of operator premise even with the existing NDS/IP or SBA security an attacker can intercept plaintext DNS queries/answers over the network to detect and map the internal topology of the operator’s core network.

An attacker can also intercept DNS queries and perform DNS hijacking to redirect the queries to a different, presumably attacker controlled DNS resolver to spoof the replies.

Whenever the dedicated NFs deployed in the customer premises try to discover other services in the operators core network using their FQDN (Fully Qualified Domain Name) rather than their IP address, there is a potential risk of DNS hijacking/spoofing by an attacker.
5.X.3
Potential security requirements

The 5G system shall support a mechanism for secure exchange of DNS queries/answers, when the dedicated NFs are in customer premises.
***
END OF CHANGES
***
