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1	Decision/action requested
This discussion paper provides background and reasoning for the related CRs S3-240670 [1] and S3-240671 [2].
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3	Rationale
3.1	Introduction
At SA3#113 (Chicago) in November 2023, the Rel-17 CRs S3-234824 [3] and its Rel-18 mirror S3-234825 [4] on the verification of the serving network name by the AUSF were agreed. With these agreed changes, clause 6.1.2 of TS 33.501 states, starting from Rel-17: "Upon receiving the Nausf_UEAuthentication_Authenticate Request message, the AUSF shall check that the requesting SEAF in the serving network identified by the 3gpp-Sbi-Originating-Network-Id header specified in TS 29.500 [74] is entitled to use the serving network name in the Nausf_UEAuthentication_Authenticate Request."
The stage-2 and stage-3 specifications of the 3gpp-Sbi-Originating-Network-Id header make sure that an authentication request sent to a Rel-17 AUSF include the 3gpp-Sbi-Originating-Network-Id header in most cases. However, there are a few special cases where the 3gpp-Sbi-Originating-Network-Id header is not included in the authentication request. The intention of this discussion paper and the related CRs is to clarify in which cases the 3gpp-Sbi-Originating-Network-Id header is not included, and how the AUSF should handle these cases.
3.2		Background from stage-3 specifications
The stage-3 of the 3gpp-Sbi-Originating-Network-Id header is specified in TS 29.500 [6]. Table 5.2.3.2.1-1 in TS 29.500 [6] states, starting from Rel-17: 
	[bookmark: _Hlk111825488]3gpp-Sbi-Originating-Network-Id
	Clause 5.2.3.2.15
	This header shall be inserted by an NF service consumer or an NF service producer originating an HTTP request message towards a different PLMN or SNPN.

It should be inserted by the sending SCP in SBI HTTP request messages towards the SEPP, only if the header is not present in the SBI HTTP request message and the SCP can determine which PLMN-ID value should be included in the header.

It shall be inserted by the sending SEPP or the receiving SEPP in SBI HTTP request messages towards the target PLMN or SNPN, only if the header is not present in the SBI HTTP request message and the sending SEPP or the receiving SEPP (respectively) can determine the PLMN ID or SNPN ID of the source PLMN or SNPN.

If the SEPP cannot uniquely determine the PLMN-ID or SNPN-ID, it is a configuration/deployment aspect to determine which PLMN-ID or SNPN-ID value should be included in the header by these entities. In such case, the message should either be dropped, or the SEPP shall indicate to the peer that the header is derived based on configuration

It shall indicate the PLMN-ID or the SNPN-ID of the source PLMN or SNPN of the HTTP request message (i.e., the PLMN ID or the SNPN ID of the NF Service Consumer or NF Service Producer).

See clause 5.9.3.2 of 3GPP TS 33.501 [17] for the handling of this header by the sending NF, the sending SCP, the sending SEPP and the receiving SEPP. (NOTE 2)



In particular, it is stated that the (Rel-17+) receiving SEPP either drops the message or inserts the header itself if the message does not contain the 3gpp-Sbi-Originating-Network-Id header. In other words, the Rel-17+ receiving SEPP ensures that the 3gpp-Sbi-Originating-Network-Id header is included in the request message.
Furthermore, it is stated that the (Rel-17+) sending NF includes the 3gpp-Sbi-Originating-Network-Id header in the roaming case. There is no such requirement to include the header in the non-roaming case.
3.3	Background from stage-2 specifications
The stage-2 of the 3gpp-Sbi-Originating-Network-Id header is specified in TS 33.501 [5]. Clause 5.9.3.2 of TS 33.501 [5] states, starting from Rel-17:
"Receiving SEPP behavior for the 3gpp-Sbi-Originating-Network-Id header:
- 	The receiving SEPP shall check whether the 3gpp-Sbi-Originating-Network-Id header included in the signalling message belongs to the sending SEPP’s own PLMN or SNPN. It does this by verifying that the asserted PLMN ID in the 3gpp-Sbi-Originating-Network-Id header matches one of the sending SEPP's own PLMN ID(s) or SNPN ID(s) either in the N32-f context, the sending SEPP's certificate, or a locally configured list of PLMN IDs or SNPN IDs that the sending SEPP represents.  
- 	If the 3gpp-Sbi-Originating-Network-Id header does not match with any of the PLMN IDs or SNPN IDs belonging to the peer sending SEPP, the receving SEPP shall discard the received signaling message.
- 	If the 3gpp-Sbi-Originating-Network-Id header matches with any of the PLMN IDs or SNPN IDs belonging to the peer sending SEPP, the header is successfully verified, and the receiving SEPP shall forward the received signaling message to the target NF."
In other words, the Rel-17+ receiving SEPP ensures that a 3gpp-Sbi-Originating-Network-Id header included in the request message by the peer network is correct, i.e. belongs to the sending SEPP's PLMN or SNPN.
3.4		Analysis of the cases where the 3gpp-Sbi-Originating-Network-Id header is not included
As explained in clause 3.2, the Rel-17+ receiving SEPP ensures that the 3gpp-Sbi-Originating-Network-Id header is included in the request message. With that understanding, the 3gpp-Sbi-Originating-Network-Id header is not included only in the following cases:
Case 1 (non-roaming case): The NF that sends the authentication request (e.g. AMF or NSWOF) is in the same network as the AUSF that receives the authentication request. 
In this case, it is important to recall why the serving network name check at the AUSF was introduced. As explained in the discussion papers [7] and [8], the rationale was to prevent charging related fraud and attacks, where a serving nework pretends to be another serving network towards both the UE and the home network. 
This type of fraud and attacks is not relevant in the non-roaming case. Therefore, it can be safely left to implementation how the AUSF reacts when the 3gpp-Sbi-Originating-Network-Id header is not included in the non-roaming case. The question how the AUSF knows that it is the non-roaming case will be answered further below.
Case 2 (roaming case mixed release deployment): The NF that sends the authentication request (e.g. AMF) is in another network than the AUSF that receives the authentication request, but it is pre-Rel-17 as well as any SCPs on the path. The receiving SEPP is also pre-Rel-17 but the receiving AUSF is Rel-17+.
This discussion paper argues that case 2 is not recommended for real deployments and should not happen in practice. Since the receiving SEPP is pre-Rel-17 it does not check the correctness of 3gpp-Sbi-Originating-Network-Id headers. The receiving AUSF will not be able to rely on the correctness of any received 3gpp-Sbi-Originating-Network-Id headers, so for the purpose of preventing charging related fraud and attacks, the information is useless.
With that understanding, the only case in which a Rel-17+ AUSF is supposed to receive authentication requests without 3gpp-Sbi-Originating-Network-Id headers is case 1, i.e. the non-roaming case. This also answer the question above, how the AUSF knows that it is in the non-roaming case.
Consequently, it can be left to implementation how the AUSF reacts to authentication requests where the 3gpp-Sbi-Originating-Network-Id header is not included. This discussion paper and its companion CRs also propose to include a brief explanation to TS 33.501 [5] that summarizes the reasoning in this discussion paper.
4	Detailed proposal
Discuss and agree on the CRs S3-240670 [1] and S3-240671 [2].
