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1 Overall description
SA3 would like to thank SA6 for the LS on evaluating security aspects for MC services over MC gateway UE. SA3 has evaluated the authorisation procedures in TS 23.280 clause 11.5.l and noticed, that the MC gateway client is authorised to access the MC network without prior authentication. A prerequisite for a secure authorisation procedure is proof of identity through authentication. Therefore, for non-3gpp devices containing a MC gateway client, SA3 proposes to update the procedures in clause 11.5.1.2, to include authentication prior to authorising the non-3gpp device access through the MC gateway UE. The authentication procedures described in TS 33.180 clause 5.1.2 can be reused. 
Concerning the authorisation of a non-3ggp device that do not host a MC gateway client, it’s not clear how the MC user is authenticated as the procedures between the device and MC gateway UE is out of scope. Therefore, the authorisation procedure cannot be evaluated as proof of identity cannot be ensured. 
This leads to the following answers to the questions asked:
a) If SA3 has an existing security mechanism to support this kind of connection, can SA3 provide a reference?
Authentication procedures specified in TS 33.180 clause 11.5.1 can be reused.
b) If SA3 does not have an existing security mechanism to support this kind of connection, would SA3 consider developing one? 
SA3 doesn’t see a need to develop nor update the authentication procedures in TS 33.180. SA3 recommends SA6 to update their procedures to authenticate the user prior to authorisation access through the MC gateway UE.
   
2	Actions
To: SA6
ACTION: 	SA3 kindly asks SA6 to take the above information into account and update the procedures to include authentication prior to authorising the non-3gpp client 
3	Dates of next TSG SA WG 3 meetings
SA3#115-Adhoc-e	15 April - 19 April 2024		Online
SA3#116		20 - 24 May 2024			Jeju, South Korea

