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1	Decision/action requested
Request to approve the key issue presented in this contribution. 
2	References
[1]	3GPP TR 33.701: "Study on mitigations on bidding down Attack"
[2]	3GPP TR 33.809: "Study on 5G security enhancements against False Base Stations (FBS)"
3	Rationale
This document is introducing a new key issue for 3GPP TR 33.701 [1]. Communication Service Providers (CSP) are in life cycle phase of gradually removing legacy 2G/3G radio access technologies. In this regard, if UEs can still access 2G/3G radio access technologies, the UEs could potentially be forced to access high power 2G/3G FBS resulting in both security and privacy risks to subscribers and UEs being vulnerable to known attacks inherent in 2G/3G networks.
Therefore, mitigations against UEs selecting illegitimate 2G/3G networks in context of decommissioning of legacy infrastructure should be considered.  
4	Detailed proposal
Start of Change
5.X	Key Issue #X: UE camps on 2G/3G FBS
5.X.1	Key issue details
Operators are currently decommissioning legacy infrastructure from their networks. Decommissioning is a phased approach which entails legacy infrastructure is gradually phased out from the network. 
That said, an adversary could exploit this opportunity to lure UE to camp on the adversary's FBS operating in 2G/3G mode. Known vulnerabilities of 2G are: one way authentication, 2G algorithms such as A5/0 (no confidentiality), compromised algorithms A5/1 and A5/2 (GSMA deprecated in 2006), no inherent integrity protection over the air, and authentication and ciphering over the air are optional to implement. In terms of 3G, known vulnerabilities are: IMSI is still sent in cleartext in initial RRC connection request; also, if TMSI is not recognized by the network, then UE is forced to reveal IMSI in cleartext, user plane is not integrity protected, messages sent before Security Mode Command (SMC) are not integrity protected, etc. 
5.X.2	Security Threats
There is a security and privacy risk if UEs selects 2G/3G FBS. An adversary may see decommissioning of 2G/3G networks as an opportunity to lure UEs to the adversary's false 2G/3G base station. See 3GPP TR 33.809 [2] for detailed information regarding the security threats of FBS.
5.X.3	Potential security requirements
UE and the 5GS should support mechanisms to mitigate bidding down attacks from 4G/5G to 2G/3G by an attacker at the air interface.
End of Change

