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1	Decision/action requested
It is presented for Endorsement.
2	References
[1]	3GPP TS 33.501 “Security architecture and procedures for 5G system (Release 18)”
[2]	3GPP TR 21.801 “Specification drafting rules”
[3]	IETF RFC 7858 “Specification for DNS over Transport Layer Security (TLS)”
[4]	IETF RFC 8310 “Usage Profiles for DNS over TLS and DNS over DTLS”
[5]	IETF RFC 8484 “DNS Queries over HTTPS (DoH)”
[6]	IETF RFC 9463 “DHCP and Router Advertisement Options for the Discovery of Network-designated Resolvers (DNR)”
[7]	IETF RFC 9462 “Discovery of Designated Resolvers”
[8]	S2-2313793 Reply LS on on DNS over TLS (DoT) and DNS over HTTPS (DoH)
3	Rationale
This is a revised version of the discussion paper of Nokia shared offline. The proposed changes by Ericsson are shown in track changes.
This discussion paper includes three main topics:
- Justification to revert the Annex P of TS 33.501 [1] to Informative for all releases.
- Details of the DNS security protection mechanism to be used in EDGE between UE and (V)EASDF in Release 198.
- The use of new possible security mechanisms for DNS and discovery of secure DNS specified by IETF (such as DoH [5], DNR[6], DDR[7]) in Release 19. 
Annex P of TS 33.501 (All releases):
Annex P.2 of TS 33.501 [1] describes security mechanisms to protect DNS messages, intended to be considered in DNS server(s) deployed within 3GPP networks when integrity protection over the user plane cannot be used. The referred annex was created as informative annex and became normative in Rel.18 since it is referenced in Annex T (Security for edge computing) of [1] in the following normative requirements:
Clause T.3 (Security of EAS discovery procedure via EASDF in non-roaming Scenario):
“Annex P of the present document should be followed,…” 
Clause T.4 (Security of EAS discovery procedure via V-EASDF in roaming Scenario):
“Annex P of the present document should be followed,...”
Observation 1: Acording to ETSI drafting rules [2], informative annexes in TSs shall not contain requirements:
“Informative annexes give additional information intended to assist the understanding or use of the 3GPP TS (or 3GPP TR) and shall not contain provisions to which it is necessary to conform in order to be able to claim compliance with the 3GPP TS.” (Clause 6.4.1 of [2]).
The way to resolve the inconsistency of a normative requirement referencing an informative annex was to make Annex P normative. 
Observation 2:  The agreed security mechanism for protection of DNS messages between UE and (V-)EASDF in non-roaming and roaming scenarios is DNS over (D)TLS (DoT) [3][4]. The DNS server (EASDF) security information can be preconfigured in the UE (out of band) or provided by the core network (SMF) via PCO. 
Observation 3: Annex P of [1] does not contain any DoT specific profiling, but just the reference to relevant IETF RFCs [3][4]. In addition, it focused on one scenario (clause P.1), i.e., when integrity protection over the user plane cannot be used. Also, Annex P is referred by the EPS security specification TS 33.401, which makes any changes in Annex P to have impact also on EPS.
Conclusion:  Since the content of Annex P does not include relevant information and details about the specified security mechanism (DoT), and the annex itself was added for a particular scenario, the proposal is to revert the Annex P of [1] to informative and specify the DNS security mechanisms to be used in EDGE in the corresponding Annex T.  
DNS over TLS in EDGE (Release 18):
DNS over (D)TLS (DoT) has been the agreed protection mechanism for more secure and private DNS resolution process between UE (DNS client) and EASDF (DNS server) in EDGE. Other alternative mechanism such as DNS over HTTPS [5] have not been specified and are out of scope in EDGE architecture as defined by 3GPP.
RFC 8310 [4] specifies two usage profiles for DoT (Strict Privacy and Opportunistic Privacy) as well as several authentication mechanisms and how they can be used in both usage profiles. 
In short, in the so-called Opportunistic Privacy profile, the DNS client uses Opportunistic security as described in RFC7435, i.e., depending on client logic, available authentication information and DNS server capabilities the connection can be or not encrypted and/or authenticated. On the other side, The Strict Privacy profile requires an authenticated and encrypted connection, else there is no DNS service. Both profiles will attempt the DNS server authentication. Depending on the selected profile and result of the authentication the connection will be established, falls back or fails.
Observation 1: Given the requirement of protection of discovery messages between the UE and the (V-)EASDF, it seems obvious that Strict Privacy profile should be selected by the UE and supported by the (V-)EASDF, thus mitigating both passive and active attacks. The UE requires to securely obtain the authentication information it can use to authenticate the server. The security information of the server can be directly preconfigured in the UE or conveyed to the UE from the SMF via PCO. The latter (PCO) is confidentiality and integrity protected by NAS, whereas the security procedure to be used in the pre-configuration option is out of the scope of 3GPP.   
Observation 2:  SPKI pin set (RFC 7858 [3]) and Authentication Domain Name (ADN) (RFC 8310[4]) are Two alternative authentication mechanisms are considered and specified by IETF for DNS over TLS. The DNS security information preconfigured in the UE or conveyed via PCO is subject to the selected authentication mechanism and available verification mechanisms.:
- SPKI pin set (RFC 7858 [3])
- Authentication Domain Name (ADN) (RFC 8310[4])
The UE (DNS client) must use one of them, and the DNS server need to make both available to allow the clients to choose which mechanism to use. The DNS security information preconfigured in the UE or conveyed via PCO is subject to the selected authentication mechanism and available verification mechanisms. 
Proposal: There are different options to be considered in DNS security profiling. They may have their own advantages from different perspectives such as security and adaptability. SA3 needs to evaluate these options considering also the adaptability of the options in the ecosystem and specify the profiling in Rel-19. To mandate the selection of the Strict Privacy usage profile in DNS over TLS protection mechanism, with the following recommendations/options for the authentication and verification mechanisms specified in RFC 7858 and RFC 8310 (‘should’ type of clauses in Annex T of TS 33.501): 
1) Authentication Domain Name (ADN) for the DNS server (EASDF), obtained via PCO from SMF (this mechanism can be considered a ‘Full Direct Configuration’ source as specified in section 7 of [4]). 
2) The DNS client should use the authentication based on PKIX certificate verification mechanism as specified in section 8.1 of [4]. 
These recommendations are intended to profile the use of DoT and enhance of the security profile for DNS communication. Accordingly it is proposed the response to SA2 LS (S2-2313793):
-	SA2 kindly asks SA3 to specify hnow the security information in the PCO should be used by the UE. 
SA3: SA3 needs more time to study the profiling which specifies how the security information in the PCO should be used by the UE. Authentication Domain Name (ADN). The authentication is based on PKIX certificate verification mechanism, thus the PKIX certificate of the DNS server (EASDF) and the entire certification path for validation needs to be verified by the DNS client. 
-	SA2 ask if SA3 have any concerns to allow the security information to be provided by the EASDF to the SMF.
[bookmark: _Hlk158669490]SA3: EASDF security information may either be locally configured in the SMF or retrieved by the SMF from the network (EASDF). If the EASDF and SMF belong to the same security domain there is no need to specify any standard security mechanism for such communication. If they belong to different security domains, NDS/IP as defined in TS 33.210 applies. 

New possible security mechanisms for DNS and discovery of secure DNS: DoH, DDR, DNR
The current ePCO solution of provisioning DNS security information for DoT to the UE has some drawbacks such as being not competitive and slow, and IEs can soon become obsolete. Secure DNS protocols are defined in IETF. Whereas DNS was very stable, almost stagnant for many years, concern for privacy has driven lately quick evolution in this area, among other DoT, DoH (over H2 but also over H3 with QUIC adoption). Security solutions need to react quickly to more and more frequent security threads. Going for ePCO, first IETF specifies, then 3GPP adapts based on 3GPP standardization cycles. If MNO deployments in this area shall be based on 3GPP specifications, their service will always be behind that of the IETF-based service of public providers. As an example, DoH is already being used in the ecosystem, but DoH has hardly been discussed in 3GPP. For DNS security protocols such a DoT and DoH, IETF defines mechanisms for UE provisioning which are aligned with latest of DNS technology. The IETF provisioning mechanism is access independent. The motivation for clients to also implement a 3GPP specific method is unclear and it would be observed that it has not been welcomed by the ecosystem. Thus, MNOs would benefit if 3GPP makes more extensive usage of IETF provided mechanisms so that MNOs would have a better chance to compete for the DNS service.
IETF has specified two mechanisms for discovery of secure (encrypted) DNS resolvers:
- IETF RFC 9463 “DHCP and Router Advertisement Options for the Discovery of Network-designated Resolvers (DNR)”
- IETF RFC 9462 “Discovery of Designated Resolvers” (DDR)
DNR mechanism specifies new DHCP and IPv6 Router Advertisement options to discover encrypted DNS resolvers (DNS over TLS servers according to current 3GPP specs, since other options like DoH are not yet considered). Particularly, it would allow the UE to learn an Authentication Domain Name together with a list of IP addresses and a set of service parameters to reach such encrypted DNS resolvers (in the EDGE context known as EASDF). 
DDR specifies a set of mechanisms for DNS clients to use DNS records (DNS server Service Binding (SVCB) records [RFC9460]) to discover a resolver's encrypted DNS configuration. 
The following preliminary considerations are made to study the convenience of make use of these mechanisms as alternative and/or complementary mechanisms to the existing provisioning of the information via PCO or local pre-configuration:
- DNR is considered a more reliable source than other mechanisms like DDR, and it takes precedence (see section 6.5 of RFC9462).
- DDR implies that the DNS resolver needs to have a public IP address and it should get a certificate with the public IP address in the SAN field from a public CA. 
- Both mechanisms, DNR and DDR, are intended to work with public CAs. 
It is proposed to study the potential adoption of one new security mechanism(s) for DNS security and for discovery of secure DNS in the context of EDGE in Release 19.  
4	Detailed proposal
Based on the argumentation exposed above, the following is proposed: two alternative proposals are presented:
1) CR to TS 33.501 (Annex P): Revert Annex P to informative.
2) CR to TS 33.501 (Annex T): Specify the DNS security mechanism (DoT) in the context of EDGE. 
23) LS response to SA2 for a SA3 study need to specify on DNS security profilingsolution in Release 18.
34) Study of DNS security profiling and new mechanisms for DNS security such as DoH and discovery of encrypted DNS (DoT), such as DNR and DDR, in Release 19. 
