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1	Decision/action requested
Introducing encryption and integrity protection algorithms that make use of a 256-bit key does not immediately imply that the system achieves 256-bit security. This discussion paper argues that a stepwise approach to improve security – starting only with introducing the 256-bit algorithms in this study is the best approach.
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3	Rationale
3.1	Introduction
Introducing encryption and integrity protection algorithms that make use of a 256-bit key (256-bit algorithms from hereon) does not immediately imply that the system achieves 256-bit security. This discussion paper argues that a stepwise approach to improve security – starting only with introducing the 256-bit algorithms – is the best approach.
[bookmark: _Hlk158128062]The main argument for the stepwise approach is that almost all protocols and functions would require changes to reach 256-bit security and that this would be unacceptable to most parties with an interest in the 3GPP systems. Furthermore, the task would likely not be completed before 6G standardization starts. The underlying problem is that agreeing on what 256-bit security should mean is difficult.
One could argue that some of these changes could be considered in the study, but this would lead to long and difficult prioritization discussions on which ones to address. This would further delay the work.
3.2	What should 256-bit security mean in the context of 3GPP systems?
Meaningfully defining 256-bit security for a 3GPP systems results in a complicated definition, which is difficult and may be overly expensive to fulfill. Why is that?
[bookmark: _Hlk158127636]Intuitively, 256-bit security means that “breaking security should be as difficult as guessing a 256-bit number” or “requiring work corresponding to 2^256 operations carried out by some computer”. The first meaning focuses on the low probability of attacker success if they spend little effort, and the second focuses on high probability of attacker success given that they can spend (presumably impossible) amounts of resources. But for this argument, they are interchangeable.
Say for simplicity we are only interested in 256-bit security for the air-interface protection. The following shows that we need to affect many parts internal to the system to achieve that. The description is far from exhaustive but gives examples of the type of changes and new requirements that would be necessary.
Attack 1: Consider a MAC algorithm that should have 256-bit security level against a single guess forgery keyed by a 256-bit key drawn uniformly at random from the key space. According to intuition, this means guessing a tag correctly with probability 2^-256. This means that the tag-length must be at least 256 bits long to prevent random guessing being a successful attack strategy. For a 32-bit MAC, as used in PDCP and NAS, a randomly guessing attacker succeeds with probability 2^32 regardless of whether the MAC is keyed by a 128-bit or 256-bit key.
Suppose SA3 agreed to extend the MAC lengths to 256-bits for all PDCP (for both CP and for UP) and NAS procedures and handled all backwards compatibility issues (including potential bidding down attacks). This mitigates Attack 1. 
However, there are other attacks, e.g., in a 3GPP system the PDCP MAC key (KRRC-int, say) is not drawn uniformly at random. The attacker could learn or affect the value of KRRC-int so that it becomes easier to forge a MAC. Concretely, an attacker may inject a KgNB (from which the KRRC-int is deterministically derived) of its choice in the NGAP INITIAL CONTEXT SETUP message from the AMF to the gNB. Since the attacker then knows which KRRC-int the gNB will use (even if that does no match the one the UE will use), the attacker can forge a MAC towards the gNB with probability 1 (Attack 2). To prevent this, SA3 must ensure that injecting a KgNB in the NGAP INITIAL CONTEXT SETUP message succeeds with at most probability 2^-256, for example by requiring use of IPsec for the backhaul network and only accepting 256-bit security from the IPsec configuration. The latter means that IPsec must be configured with 256-bit MACs and everything else necessary to make IPsec reach 256-bit security for the session. 
The attacker may instead of injecting a known key as in Attack 2, simply eavesdrop the KgNB when transmitted in the NGAP INITIAL CONTEXT SETUP message. This eavesdropping task must also succeed with at most probability 2^-256 or require 2^256 operations of work. This means that also encryption in IPsec must be 256-bit strong.
These are just a few examples to prove the point and does not even include aspects such as multi-user security and security-loss at key derivations, which are prevalent in the 3GPP systems.
3.3	Other aspects
Although 256-bit security is not achieved by introduction of 256-bit key algorithms, there is still a separate benefit of introducing the proposed 256-bit algorithms in terms of software performance. The PDCP layer is currently terminated in the CU of the gNB. The CU is in many cases virtualized and will not necessarily have access to hardware specific accelerators. In this case, the air interface protection algorithms need to be run in software in the CU. The new 256-bit algorithms have a much better throughput in a pure software implementation than the current algorithms, especially for the integrity calculations. The introduction of the new 256-bit algorithms will ensure that the encryption and integrity protection do not become a bottleneck of the system in terms of throughput. 
The throughput is the main metric which differs. Neither of the proposed 256-bit algorithms have any substantial memory footprint since most intermediate data can be kept in registers, which practically means that if an implementation can utilize CPU accelerated AES round function instructions, the internal data memory footprint of AES and SNOW 5G is zero, which also has a very positive impact on cache usage. In hardware implementations, the new algorithms do not use significantly more area or power (per bit) than the current ones.
3.4	Summary
In summary, it is important that it is clear for operators and end-user what they get by using 256-bit algorithms. Claiming a 256-bit security level if that is not provided leads to misinformed decisions and risk assessments that could have consequences on liability w.r.t. SLAs and regulations. 

4	Detailed proposal
It is proposed to add the "Security assumptions" clause proposed in [2] to the TR [3]. 







