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Decision/action requested

Approve the KI added to TR 33.790
2
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3
Rationale

According to security and privacy requirements defined in GSMA NG.129, the data channel applications uploaded by the user or some other authorized party might have to be certified prior to being made available when the contractual terms and conditions demand such certification. Generally, the authenticity of application, e.g. digital signing and verification of application, may be transparent to 3GPP defined IMS system, so out of 3GPP scope. E.g. an application may be signed by the application provider, uploaded to DC application repository (DCAR), downloaded to UE via bootstrap DC, and validated by UE, e.g. JS runtime environment of the UE.

However, as IMS system (e.g. DSCF) needs to store and distribute the application (as repository), also IMS will use information in application profile/configuration for some decision. IMS system should have way to ensure the application, including profile/configuration of the application, is trusted without being tampered. E.g., from AC.5 of 23.228, the binding information is maintained by the HPLMN or retrieved from DC application provider when a DC Application is uploaded to DCSF, DCSF may be configured with a DC application profile associated with the binding information, which indicates the DC control policy (e.g. whether the Application DC establishment follows the P2P, P2A/A2P or P2A2P procedure). As the DCSF may be influenced by the DC control polices indicated by this binding information, IMS system should have way to ensure the authenticity of the binding information.
The contribution proposes a new KI on authenticity of DC application.

4
Detailed proposal

All content in the change part is new.

***************  Start of 1st change  ************
5.X
Key Issue #X: authenticity of DC application 
5.X.1
Key issue details

According to security and privacy requirements defined in GSMA NG.129, the data channel applications uploaded by the user or some other authorized party might have to be certified prior to being made available when the contractual terms and conditions demand such certification. 
However, as IMS system (e.g. DSCF) needs to store and distribute the application (as repository), also IMS will use information in application profile/configuration for some decision. IMS system should have way to ensure the application, including profile/configuration of the application, is trusted without being tampered. E.g., from AC.5 of 23.228, the binding information is maintained by the HPLMN or retrieved from DC application provider when a DC Application is uploaded to DCSF, DCSF may be configured with a DC application profile associated with the binding information, which indicates the DC control policy (e.g. whether the Application DC establishment follows the P2P, P2A/A2P or P2A2P procedure). As the DCSF may be influenced by the DC control polices indicated by this binding information, IMS system should have way to ensure the authenticity of the application including the application configuration (e.g. binding information).
5.X.2
Security threats

•
The data channel application may be tampered by attacker that may cause IMS system to establish unwanted application DC(s) for UE(s). 

5.X.3
Potential security requirements

•
The IMS system shall provide capability to ensure the authenticity of application including application configuration.

.

***************  End of change  ************
