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1	Decision/action requested
This contribution provides a discussion on the different options of security for selection SCG Activation.
2	References
[1]	S3-XXX - Updates to Security for Selective SCG Activation- Ericsson
[2] 	S3-XXX - Updates to Security for Selective SCG Activation- Samsung
[3]	S3-XXX - Updates to Security for Selective SCG Activation- Nokia
[4]	S3-XXXX, draftCR on Security for Selective SCG Activation
3	Rationale
This discussion paper presents a comparative analysis of proposed papers for  SCPAC in 5G networks, as outlined in draftCRs by Nokia, Samsung, and Ericsson. The objective is to evaluate the strengths and limitations of each proposal to inform discussions at the upcoming 3GPP SA3 meeting. This analysis culminates in a proposed merged document synthesizing selected aspects of these draftCRs to address SCPAC security comprehensively.
Comparative Analysis
The table below compares key aspects of the SCPAC security mechanisms proposed by Nokia, Samsung, and Ericsson, highlighting differences in their approaches to SN Counter & KSN Transmission, Handling of KSN Mismatch, Security Context Initialization, UE's Awareness of Corrections, Procedure on New SN Counter Values.
	Aspect
	Nokia draftCR[3]
	Samsung draftCR[2]
	Ericsson draftCR[1]
	Proposal/Comments

	SN Counter & KSN Transmission
	Mapping SN Counter to Key-ID.
	Direct transmission of SN Counter values and KSN keys.
	Direct transmission of SN Counter values and KSN keys derived from KNG-RAN.
	Samsung and Ericsson are in line with an original solution. 

	Handling of KSN Mismatch
	Not specifically addressed.
	Detailed procedure for initial mismatch handling.
	Not specifically addressed.
	Incorporated Samsung's detailed mismatch handling approach.

	Security Context Initialization
	Not specifically addressed.
	Management and incrementation of SN Counter values.
	Assigns distinct SN Counter values per SN during SCPAC.
	Utilized Ericsson's method for security context initialization. No need to mention increment as it is implementation specific. 

	UE's Sync
	SN informs MN about corrections for potential notification to UE
	Not specifically addressed.
	Implicit approach to operational recovery, suggesting indirect UE awareness.
	It is the same as Original  through operational recovery.

	Procedure on New SN Counter Values
	Not specifically addressed.
	Deletion and refresh of stored KSNs and SN Counter values at the SN.
	Similar to Samsung, emphasizing deletion and storage of new values upon receiving new sequences.
	Both Samsung and Ericsson are similar to the original draft CR

	Optional Integrity Protection 

	Not specifically addressed.
	Highlights the impact of optional integrity protection on mismatch determination.
	Explicitly discusses the derivation of user plane encryption and integrity keys from KSN.
	Adopted Samsung's mention of optional integrity protection.




Observation: Regarding Nokia’s proposal on using Key ID as another layer of abstraction: The direct risk of MitM attacks between MN and SN is mitigated through secured interfaces; the proposal to use Key-IDs for KSNs introduces an additional layer of obfuscation, which is not required over secure interfaces.

4	Detailed proposal
SA3 is kindly requested to consider the above proposal for the merged normative text of TS 33.501 implementing Intel draft CR S3-XXXX. 

