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1
Decision/action requested

This contribution proposes to approve the proposed key issue. 
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Rationale

The focus of the present document is S&F satellite operation for LEO/MEO satellite-based satellite access. As described in clause 6.46.8 of 3GPP TS 22.261 [2], S&F enables autonomous network services to UEs without the satellite always maintaining ground connectivity (e.g., at sea, remote inaccessible areas over land) where feeder link or ISL is not available. Further requirements are covered in clause 6.46.8.2 of 3GPP TS 22.261 [2].
S&F satellite operations require security considerations in relation to data security of data at rest, potentially incomplete security mode command procedure, and UE authentication.  
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Detailed proposal
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5.X
Key Issue #X: Authentication in Store & Forward
5.X.1
Key issue details
In S&F satellite operations, architectural assumption is that the UE-satellite-ground network connectivity is intermittent. It is assumed that a service link of the UE-satellite is available and stable.

S&F satellite operational mode is relevant for delay tolerant and non-real time communications via LEO/MEO space segment. 

For UE to avail delay tolerant and non-real time communications, the NTN payload comprising 3GPP Network Functions/Network Elements communicates with the ground infrastructure of 3GPP network over an intermittently available feeder link. 

During the feeder link’s intermittent unavailability, the following outlines the impacts to the 3GPP procedures influencing security risk profile. 

1.
The EPS/5G AKA procedure may not get fully completed or is partially completed. It results into incomplete procedure for mutual authentication between the network and the UE. 

2.
The generated and stored authentication vectors may become stale, and out of sync at UE and in EPS/5GC network when connection with the ground resumes.

3.
The Security Mode Command (SMC) procedure for Non-Access Stratum (NAS) may not fully complete because the NAS connection between UE and MME/AMF may have been interrupted. In turn it results into incomplete security capabilities negotiation between the UE and the EPS/5GC network.

For requirements in clause 6.46.8.2 of 3GPP TS 22.261 [X1], the S&F operations shall allow data retention and storage quota according to operator and 3rd party policy. This results into potentially security sensitive data retained onboard satellites operating in S&F operational mode. This scenario is likely to occur if UE was successfully authenticated and registered with the EPS/5GC network prior to unavailability of the feeder link. UE security context stores negotiated capabilities with the network and the symmetric keys for AS and NAS security.
5.X.2
Security Threats

The Following threats are inherent in satellite S&F operations functionality.

1.
UE and network cannot mutually authenticate, thereby resulting into an availability threat.

2.
Freshness of authentication vectors cannot be assured, thereby potentially resulting into failed mutual authentication challenge response between UE and network.

3.
Security sensitive data onboard satellite during the period of retention.
5.X.3
Potential security requirements

The EPS shall support mutual authentication between the UE and the EPS in the case of NTN Store and Forward architecture.

The EPS shall support authentication between the UE and EPS with fresh authentication vectors in the case of NTN Store and Forward architecture. 

The NTN regenerative payload onboard satellite shall support the protection of security sensitive keying material while at rest, in use, and in transit.

Editor's Note:
3GPP SA2 WG coordination is required for architecture enabling UE authentication 3GPP procedure and NAS architecture.

Editor's Note:
3GPP SA3 LI WG coordination is required for lawful intercept aspects.
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