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Unique identifier:	
 
Potential target Release:	Rel-19

1	Impacts
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	
	
	X
	

	No
	X
	X
	X
	
	

	Don't know
	
	
	
	
	



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …
 
	
	Study 

	
	Normative – Stage 1

	X
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item 
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	N/A
	N/A
	N/A



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	



3	Justification
In current 3GPP specifications, specifically in the profiled OAuth 2.0 framework for SBA specified in TS 33.501, there is no binding between the access token used for authorization, and the End Entity TLS certificate used for authentication. Security threats such as the leakage and abuse of access tokens or ‘token reply’ type of attacks are not addressed explicitly in the current normative security requirements. The specifications rely on ‘good’ implementations that don’t allow such type of threats. 

For example, in indirect communication via SCP, an access token can be cached by a NFc and be reused in further communications. If that token is leaked to other NFc’ which reuses it, there is no option to validate whether the token is allowed or not to be used by NFc’. 

Two IETF RFCs, RFC 8705 (“OAuth 2.0 Mutual-TLS Client Authentication and Certificate-Bound Access Tokens”) and RFC 9449 (“Demonstrating Proof of Possession (DPoP)”), address the issue, so called mechanisms for sender-constraining OAuth 2.0 tokens. Those mechanisms binding the certificates with the access tokens, certainly leverage the level of security of the current authorization framework as specified for 5GC. Therefore, it is proposed to specify a mechanism adapted to 5GC Core based on standardized IETF sender constraining OAuth 2.0 tokens. 
4	Objective
The following objective is intended to be achieved:

WT#1: To specify a mechanism to adopt sender-constraining OAuth 2.0 tokens in 5G Core according to RFC 8705 and RFC 9449. 

TU estimates and dependencies

	[bookmark: _Hlk85813720]Work Task ID
	TU Estimate
(Study)
	TU Estimate
(Normative)
	RAN Dependency
(Yes/No/Maybe) 
	Inter Work Tasks Dependency 
Editor’s Note: This column should highlight if WT#x is self-contained, or is dependent on completion of other WTs

	WT#1
	N/A
	1
	No
	WT#1 is self-contained



Total TU estimates for the normative phase: 1 

5	Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	
	
	
	
	
	




	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	33.501
	Enhancing OAuth 2.0 framework with sender-constraining tokens
	SA#104
	



6	Work item Rapporteur(s)
Jerichow, Anja, Nokia, anja.jerichow@nokia.com

7	Work item leadership
SA3
8	Aspects that involve other WGs

9	Supporting Individual Members
	Supporting IM name

	Nokia 

	Nokia Shanghai Bell

	

	

	

	




