

	
3GPP TSG-SA3 Meeting #115	S3-240585
Athens, Greece, 26th February - 1st March 2024

	CR-Form-v12.1

	CHANGE REQUEST

	

	
	33.501
	CR
	1930
	rev
	
	Current version:
	17.12.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	



	

	Title:	
	Revert the Annex P of TS 33.501 to Informative

	
	

	Source to WG:
	Nokia, Nokia Shanghai Bell, Ericsson

	Source to TSG:
	S3

	
	

	Work item code:
	EDGE_Ph2
	
	Date:
	2024-02-19

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-17

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	Since the content of Annex P of TS 33.501 does not include relevant information and details about the specified security mechanism (DoT), and the annex itself was added for a particular scenario, the proposal is to revert the Annex P to informative and specify the DNS security mechanisms to be used in EDGE in the corresponding Annex T of TS 33.501.

	
	

	Summary of change:
	Annex P is reverted to Informative

	
	

	Consequences if not approved:
	Annex T would be referencing to an incomplete Annex. Inconsistency with other specs like 33.401 that references Annex P as informative. 

	
	

	Clauses affected:
	Annex P

	
	

	
	Y
	N
	
	

	Other specs
	
	
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


***** FIRST CHANGE******
[bookmark: _Toc45029036][bookmark: _Toc45274701][bookmark: _Toc45275289][bookmark: _Toc51168547][bookmark: _Toc153373916]Annex P (informativenormative):
Security Aspects of DNS and ICMP
[bookmark: _Toc45029037][bookmark: _Toc45274702][bookmark: _Toc45275290][bookmark: _Toc51168548][bookmark: _Toc153373917]P.1	General
This annex specifies security measures to protect DNS and ICMP messages. These security measures are intended when integrity protection over the user plane can not be used.
[bookmark: _Toc45029038][bookmark: _Toc45274703][bookmark: _Toc45275291][bookmark: _Toc51168549][bookmark: _Toc153373918][bookmark: _Hlk39001993]P.2	Security aspects of DNS
It is recommended that the UE and DNS server(s) support DNS over (D)TLS as specified in RFC 7858 [83] and RFC 8310 [84]. The DNS server(s) that are deployed within the 3GPP network can enforce the use of DNS over (D)TLS. The UE can be pre-configured with the DNS server security information (out-of-band configurations specified in the IETF RFCs like, credentials to authenticate the DNS server, supported security mechanisms, port number, etc.), or the core network can configure the DNS server security information to the UE.
NOTE:	The use of DNS over (D)TLS with DNS server(s) that are deployed outside the 3GPP network is outside the scope of this document.
When DNS over (D)TLS is used, a TLS cipher suite that supports integrity protection needs to be negotiated.
[bookmark: _Toc45029039][bookmark: _Toc45274704][bookmark: _Toc45275292][bookmark: _Toc51168550][bookmark: _Toc153373919]P.3	Security aspects of ICMP
ICMP (Internet Control Message Protocol) is part of the internet protocol (IP) suite. The lack of security in ICMP may be exploited to launch further attacks on the 3GPP system. To mitigate such attacks, it is recommended that the use of ICMP is restricted in the UE and the UPF (e.g., by default, use of ICMP is not allowed). In scenarios where the use of ICMP is required, it is recommended that one or more of following mitigations be enforced:
-	Disable the UE from responding to ICMP requests received over 3GPP network interface(s).
-	Install IP filter(s) at the UPF in order to block ICMP messages. This filter can be activated either on a per N4 Session basis or on a UPF basis. For ICMPv6, the recommendations in RFC 4890 [85] can be used for filtering ICMPv6 messages. 
-	Limit the maximum size of ICMP messages (e.g., to 64 bytes). Any ICMP messages that are greater than this limit needs to be dropped by the UE as well as by the UPF. 
***** END of FIRST CHANGE******

