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1	Impacts
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	
	X
	
	

	No
	X
	X
	
	X
	

	Don't know
	
	
	
	
	



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …

	
	Study 

	
	Normative – Stage 1

	X
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	N/A
	N/A
	N/A



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	



3	Justification
As described in the discussion paper S3-234551 presented in SA3#113 (Chicago), there are scenarios in RAN requiring the deployment of additional trust anchors/Root CA certificates to base stations, i.e., the configuration of multiple Root CAs in their “trust” pool may be required. Some of those scenarios are among others: RAN sharing (i.e., independent IPsec connections per partner operator from the same shared base station), scenarios with multiple CA hierarchies based on different network domains, geographical areas, etc. 

In current specifications there is not a standardized mechanism to download automatically via enrolment protocol other trust anchor root CA certificated than the base station own trust chain in extraCerts field. I.e., additional trust anchors/Root CA certificates are to be manually configured. 

Additionally, since extraCerts field is not under CMP protection, adding in this field self-signed root CA certificates can imply risks in weak implementations of taking them as trusted certificates, subject to be manipulated. 

The WID is intended to solve the lack of automation and standardization in the deployment of additional required Root CA certificates in base stations, as well as to fix the security issues in the use of extraCerts field. 
4	Objective
The following two objectives are intended to be achieved:

1) To extend the usage of “extraCerts” field to transport Root CA certificates, including the support of CMP over TLS. 
2) To use “caPubs” as secure alternative mechanism to transport root CA certificates. 
5	Expected Output and Time scale


	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	
	
	
	
	
	




	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	33.310
	Use of CMP to add new root CAs certificates in base stations
	
	



6	Work item Rapporteur(s)
Peinado Gomez, German, Nokia, german.peinado@nokia.com
7	Work item leadership
SA3
8	Aspects that involve other WGs

9	Supporting Individual Members
	Supporting IM name

	Nokia

	Nokia Shanghai Bell

	

	

	

	




