3GPP TSG-SA3 Meeting #115 	S3-240571
Athens, Greece, 26 February - 1 March 2024                                       

Source:	Apple
Title:	New Key Issue on correctly indicating the security capability
Document for:	Approval
Agenda Item:	5.5
1	Decision/action requested
Approve the pCR to TR 33.700-41
2	References
[bookmark: _Hlk106339329]None
3	Rationale
This contribution proposes a new key issue for TR 33.700-41.
4	Detailed proposal

*** Start of 1st Change ***
[bookmark: _Toc513475447][bookmark: _Toc48930863][bookmark: _Toc49376112][bookmark: _Toc56501565][bookmark: _Toc104221074]5.X	Key Issue #X: Correctly indicating the security capability 
[bookmark: _Toc513475448][bookmark: _Toc48930864][bookmark: _Toc49376113][bookmark: _Toc56501566][bookmark: _Toc104221075]5.X.1	Key issue details
In the existing system, UE uses the RRC procedure to report its security capability, AS SMC and NAS SMC are used for UE and network (gNB and AMF) to negotiate NEA 1/2/3 and NIA 1/2/3 and then activate the final security algorithm for confidentiality and integrity protection for AS and NAS. 
When 256-bit algorithms are introduced, UE and network will need to indicate to each other on the supporting algorithms so that they could negotiate on the final used algorithms. 
[bookmark: _Toc513475449][bookmark: _Toc48930865][bookmark: _Toc49376114][bookmark: _Toc56501567][bookmark: _Toc104221076]5.X.2	Threats
The 256-bit algorithms can not be activated if UE and network could not correctly indicate they already supported the longer key length, therefore the higher security can not be achieved. 
[bookmark: _Toc513475450][bookmark: _Toc48930866][bookmark: _Toc49376115][bookmark: _Toc56501568][bookmark: _Toc104221077]5.X.3	Potential security requirements
The system shall support correctly indicating of security capability. 

*** End of 1st Change ***
