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1	Decision/action requested
Approve the pCR to TR 33.700-41
2	References
[bookmark: _Hlk106339329][1] S3-234624-New Study Proposal on Mitigations on Bidding Down Attack
[2] TR 33.809 Study on 5G Security Enhancement against False Base Stations
3	Rationale
This contribution proposes a new key issue for TR 33.701.
4	Detailed proposal


*** Start of 1st Change ***
[bookmark: _Toc513475447][bookmark: _Toc48930863][bookmark: _Toc49376112][bookmark: _Toc56501565][bookmark: _Toc104221074]4.X	Key Issue #X: Securely notification to UE when the 2G/3G networks are decommissioned
[bookmark: _Toc513475448][bookmark: _Toc48930864][bookmark: _Toc49376113][bookmark: _Toc56501566][bookmark: _Toc104221075]4.X.1	Description
During the continuously evolving and improving of the mobile network deployments, operators periodically shift focus and investment to the newest generation network and obviously end up decommissioning older ones. 
When UEs are in those specific areas without legal 2G and 3G network, however UE has no information on whether the serving network is still maintaining 2G/3G, it may be lured to the false base station who is claiming to be a 2G/3G base station. Since 2G/3G network has less security protection, UE will be compromised by many kinds of attacks [2]. 
In order to avoid UE to be deceived by false base stations, UE should be able to aware of the information that there is no 2G/3G network in this area anymore.
[bookmark: _Toc513475449][bookmark: _Toc48930865][bookmark: _Toc49376114][bookmark: _Toc56501567][bookmark: _Toc104221076]4.X.2	Threats
UE may be lured to false base stations if UE has no information of whether the existing 2G/3G is genuine or not. 
[bookmark: _Toc513475450][bookmark: _Toc48930866][bookmark: _Toc49376115][bookmark: _Toc56501568][bookmark: _Toc104221077]4.X.3	Potential security requirements
The system should support to notify UE when the 2G/3G networks are decommissioned. 


*** End of 1st Change ***
