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1
Decision/action requested

Approve the changes in clause 4 for inclusion in TR 33.701 [1]
2
References

[1]
3GPP TR 33.701: "Study on mitigations against bidding down attacks"
[2]
SP-231316: "New Study on mitigations against bidding down attacks"
3
Rationale

It is proposed to include the objectives from the corresponding approved SID in [2] as the scope of this study.
4
Detailed proposal

It is proposed to approve the changes below for inclusion in TR 33.701 [1].

**** First Changes****

1
Scope

The present study focuses on mitigating bidding down attack, i.e. how to prevent UEs that are currently connected to LTE/5G from establishing a connection with a GERAN/UTRAN FBS considering for example the decommissioning of GERAN and UTRAN networks. In particular, the study aims at:
· Identifying attack scenarios and threats in the context of decommissioning of GERAN and UTRAN networks, e.g. cell (re)selection or forced handovers on GERAN or UTRAN once LTE and 5G signalling are blocked when GERAN/UTRAN networks are decommissioned; and 

· Documenting solutions for the identified security threats and requirements.
**** Next Changes****

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ABBREVIATION>
<Expansion>

FBS
False Base Station
**** End of Changes****

