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1
Decision/action requested

approve this new solution for inclusion in TR 33.702.
2
References

 [1]
3GPP TR 33.887 Study on Security aspects for 5WWC Phase 2
3
Rationale

Solution#7 in TR 33.887[1] are reused here by adding N5CW case. Thus, the solution#7 is the baseline. The change over change are adding N5CW case and a few editorial changes.
4
Detailed proposal
******************** First Change********************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]
IEEE Std 802.11™-2020 Part 11: "Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications". 
 [y]
3GPP TS 33.501: "Security architecture and procedures for 5G System" 

*****************End of First Change********************
********************Second Change********************
6.X
Solution #X: Using Fast BSS Transition for TNAP mobility
6.X.1
Introduction 

This solution addresses key issue #x and key issue#y: Security aspect of TNAP mobility

6.X.2
Solution details

6.X.2.1
Solution overview
This solution addresses the TNAP mobility using the Fast BSS Transition protocol [x]. 

The Fast BSS Transition (FT) key hierarchy is established based on the Master Session Key (MSK) by the R0 Key Holder (R0KH) that is collocated with the 802.1X authenticator as specified in [x]. To support the Fast BSS Transition, the entity that will hold the root key needs to obtain a 256 bit key (KFT) from the TNGF or TWIF, which is then used as an input key to create the FT key hierarchy.

The key KFT is derived from KTNGF or KTWIF using fixed inputs similar to the derivation of KTNAP from KTNGF or KTWIF described in Annex A.22 of TS 33.501 [y] but using a new Usage type distinguisher, e.g. 0x03.

The key KFT is used to create the FT key hierarchy specified in 802.11 [x]. Specifically, KFT is used as Master PMK (MPMK) that is used as an input key for R0-Key-Data derivation. With the R0-Key-Data, the FT key hierarchy is established. In effect, KFT links the 5G key hierarchy and FT key hierarchy as it is derived from a key in the 5G key hierarchy and being used to create the FT key hierarchy (see Figure 6.7.2-1 for more details). 

When UE switches to a new TNAP within the same mobility domain identified by the Mobility domain identifier (MDID), the UE performs the fast BSS transition procedure as specified in [x].

The entity that has received KFT from the TNGF or TWIF takes the role of PMK R0 Key Holder (R0KH) that holds the key, PMK-R0. The R0KH derives PMK-R1 from PMK-R0 and provides it to the new AP (i.e., TNAP in TNAN) during the FT procedure. 

Figure 6.7.2-1 shows how the 5G and FT key hierarchies link together in this solution.
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Figure 6.7.2-1: Link between the 5G and FT key hierarchies

NOTE 1: The TNGF can send both KTNAP and KFT to the entity that holds the root key of the FT key hierarchy as an MSK. The TNGF sets the MSK to KTNAP || KFT, where MSK is 512 bits and the KTNAP and KFT are 256 bits. The TNGF sends the MSK using existing mechanisms. The above descriptions are also applicable to the TWIF in N5CW case.
6.X.2.2
Details of FT 
This clause contains a brief overview of the FT security procedure with no attempt to give the complete details (see [x] for those details). None of the details need to be changed by the proposed solution.

The FT capability is advertised in the Beacon and Probe Response frames by including the MDIE. The MDIE is advertised in the Beacon and Probe Response frames to indicate the Mobility Domain ID (MDID), FT capability, and the FT policy.

The key PMK-R0 and PMK-R1 are identified by PMKR0Name and PMKR1Name respectively. Each AP gets a different PMK-R1 provided to it to secure the communications between the UE and AP. Finally, nonces (SNonce from UE and ANonce from the AP) are used to ensure freshness of the traffic key (PTK) between the UE and AP. 

Figure 6.7.2.2-1 show a UE attaching to the first AP that results in establishing the FT key hierarchy. 


[image: image2.emf]5c. UE calculates PMK

UE AP

5b. AP is given PMK 

4. (Re)association Response (R1KH-ID, R0KH-ID)

7. UE and AP start securely exchanging data

5a. EAP authentication resulting in RK0KH and UE 

having PMK-R0 and PMKR0Name 

1. 802.11 Authentication Request and Response (Open)

3. (Re)association Request (FT capable)

6. 4-way handshake is performed 


Figure 6.7.2.2-1: Initial UE association

Step 1: The UE wants to connect to the AP that is advertising FT capability through inserting the MDE into Beacons and ProbeResponses. The MDE informs about that the AP is FT capable, the mobility domain ID and the potential support of FT over DS.

Step 2: The UE and AP exchange 802.11 Authentication Request and Response.

Step 3: The UE sends a (Re)association Request to the AP with a MDE included indicating that the UE wants to perform FT within the indicated mobility domain.

Step 4: The AP responds with a (Re)association Response including the MDE and both R1KH-ID and R0KH-ID, if it agrees with the proposed FT adoption

Steps 5a-c: EAP authentication is run and results in the UE and R0KH both having PMK-R0 and PMKR0Name. The AP is provided with PMK and the UE calculates PMK.

Step 6: The 4-way handshake is performed between the UE and AP. 

Step 7: The UE and AP start securely exchanging data. 

The important takeaway from the initial attachment is that the UE and R0KH both have PMK-R0 and the PMKR0Name and the UE has the R0KH-ID.

Figure 6.7.2.2-2 shows AP mobility using the over the air procedure.  
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Figure 6.7.2.2-2: AP mobility

Steps 0: The UE has connected to an AP and established the FT key hierarchy as shown in Figure 6.7.2.2-1.

Step 1: The UE finds another AP (called target AP) advertising FT capability and the same mobility domain. The UE sends an 802.11 Authentication Request to the Target AP including MDE, R0KH-ID, PMKR0Name and SNonce.

Step 2: The target AP queries the R0KH for the required PMK-R1and fetches the PMK-R1 from the R0KH using R0KH-ID and PMKR0Name.

Step 3: The target AP sends an 802.11 Authentication Response to the UE including ANonce and R1KH-ID.

Step 4: The UE calculates PMKR1Name and initiates its reassociation to the target AP continuing the establishment of a PTK for the new association

Step 5: The UE sends a Reassociation Request including PMKR1Name, ANonce, SNonce and MIC. The target AP checks the MIC and if successful installs the derived PTK for the subsequent data exchanges.

Step 6: The target AP sends a Reassociation Response including ANonce, SNonce and MIC. The UE checks the MIC and, if successful, installs likewise the PTK for the subsequent data exchanges.

Step 7: The UE and AP start securely exchanging data. 

6.X.3
Evaluation

This solution requires new functionality of deriving a new key from an existing key in the UE and TNGF or TWIF. This new key is then used to create the root key of the FT key hierarchy and hence allow the establishment of security between the UE and a new TNAP using the existing FT procedures in case of TNAP mobility. When the UE transitions from one TNAP to a new TNAP, the FT procedures enable the UE to establish a security association with the new TNAP using only 2 round trips of messages between the UE and the new TNAP. 

The R0KH is part of the TNAN.

The relationship between MDID and TNGF ID or between MDID and TWIF ID will be determined in the normative phase.

The procedures in the solution are executed when the TNAN supports FT.
******************** The End********************
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