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1
Decision/action requested

Discuss and Endorse the proposal about the necessity of U2N discovery security material identification
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Rationale
Considering the interoperability between ProSe UE-to-Network UEs and these UEs may belong to different PLMNs, the LS S2-2401587 [1] confirms the uniqueness of the Relay Service Code (RSC):

‘in order for these Remote UE and Relay UE to operate properly, the RSC value used need to be unique across these involved PLMNs.’
Moreover, the clarifications in clause 5.8.3.1 of the agreed CR S2-2401588 [2] also specify the same intention:
‘If a 5G ProSe UE-to-Network Relay and 5G ProSe Remote UE from different PLMNs discover each other, it means that the Relay Service Code is associated with the same connectivity service, and the same Relay Service Code is provisioned based on Service Level Agreement among PLMNs.’
With this in mind, it is possible that two U2NW relays from different PLMNs offer the same relay connectivity service which is identified by the same RSC.
Observation 1: A unique RSC value can be assigned to the ProSe U2NW relays belonging to different PLMNs to identify the same connectivity service.
As per 5G ProSe UE-to-Network discovery key request procedures as specified in TS 33.503 [3], there is no centralised entity to distribute discovery security materials to all these relays, and the discovery security materials are provided by the 5G DDNMF/PKMF in the HPLMN of the U2NW Relay (i.e. Announcing UE/Discoveree UE in the U2N scenario). Focusing on the scenario of multiple U2NW relays belonging to different PLMNs serving the same RSC, distinct sets of discovery security materials from different sources (5G DDNMFs or PKMFs) are identified by the same RSC.
On the side of the remote UE, the 5G DDNMF/PKMF of the remote UE may discover multiple 5G DDNMFs/PKMFs of the potential U2N relays supporting the RSC based on the HPLMNs of the relays mapping to the RSC. This causes a remote UE receiving distinct discovery security materials which are identified by the same RSC.
Observation 2: A remote UE may receive distinct sets of discovery security materials identified by the same RSC.
Proposal: To make sure discovery security material can be uniquely identified, HPLMN ID of relay UE is provided by the 5G DDNMF/5G PKMF of the Relay along with the discovery security material. Remote UE and the Relay use the PLMN ID to identify the security materials during discovery procedures.
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Conclusion and Proposal
Observation 1: A unique RSC value can be assigned to the ProSe U2NW relays belonging to different PLMNs to identify the same connectivity service.

Observation 2: A remote UE may receive distinct sets of discovery security materials identified by the same RSC.
Proposal: To make sure discovery security material can be uniquely identified, HPLMN ID of relay UE is provided by the 5G DDNMF/5G PKMF of the Relay along with the discovery security material. Remote UE and the Relay use the PLMN ID to identify the security materials during discovery procedures.
