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1
Decision/action requested

It is proposed to approve the key isuue.
3
Rationale

It is proposed to include the key issue in the study of FS_ACME_SBA.
4
Detailed proposal

It is proposed to approve the key issue below.
*** 1st CHANGE ***
2
References
[a]
3GPP TS 33.310: " Network Domain Security (NDS); Authentication Framework (AF) ".
[b]
IETF RFC 8555: "Automatic Certificate Management Environment (ACME)".

[c]
IETF RFC 8738: " Automated Certificate Management Environment (ACME) IP Identifier Validation Extension".

[d]
IETF RFC 8739: " Support for Short-Term, Automatically Renewed (STAR) Certificates in the Automated Certificate Management Environment (ACME) ".

[e]
IETF RFC 8823: " Extensions to Automatic Certificate Management Environment for End-User S/MIME Certificates".
[f]             IETF RFC 9448: "  TNAuthList Profile of Automated Certificate Management Environment (ACME) Authority Token".

[g]            IETF draft-ietf-acme-client-07: "  ACME End User Client and Code Signing Certificates".
*** END OF 1st CHANGE***

*** 2nd CHANGE ***

5
Key issues

5.X
Key issue # X: Limitations of ACME protocol
5.X.1
Key issue details 
The ACME protocol [b] has the following limitations with respect to its applicability to certificate provisioning and management of SBA certificates in the 5G core. 

1. According to RFC 8555 [b], the ACME protocol is designed for the provisioning and management of TLS/SSL certificates for web servers. It is worth noticing that in the 5G Core, there are other types of certificates, such as TLS client certificates and OAuth2.0 token signing certificates according to TS 33.310 [a]. Therefore, an extension of the ACME protocol to support these types of certificates is required.
2. Another limitation to the ACME protocol is related to the fact that it only supports the issuance of certificates with domain names, IP addresses or emainl address as subject identifiers. More precisely, according to the current ACME protocol specifications [b][c][d][e], the protocol can be used for the following purposes: Issuance of Web PKI certificates attesting to domain name or IP addresses, issuance of Short-Term Automatically Renewed (STAR) X.509 certificates, issuance of certificates for use by email users (S/MIME), issuance of STI (Secure Telephone Identity) certifcates, and issuance of end user client and code signing certificates. However, in SBA the NF instance ID is used as the unique identifier for NF instances. In addition, based on the current provisions of TS 33.310 [a], the use of IP addreeses only is not allowed.

"-
subjectAltName shall (in TLS client and server certificates) contain a URI-ID with the URI for the NF Instance ID as an URN; this URI-ID shall contain the nfInstanceID of the Network Function instance using the format of the NFInstanceId as described in clause 5.3.2 of TS 29.571 [57].
…

-
subjectAltName shall not contain only IP address in TLS server certificates."
The scope of this key issue is to address the limitations described above.
5.X.2
Threats
Not applicable.
5.X.3
Potential security requirements 

Not applicable.
*** END OF 2 nd CHANGE***

