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1	Decision/action requested
Approve the pCR to TR 33.700-41
2	References
[bookmark: _Hlk106339329]None
[bookmark: _GoBack]3	Rationale
This solution addresses the key issues as proposed in S3-240492.
This solution addresses the fundamental issue (e.g. network configuration, algorithm identifier, algorithm negotiation and selection, key length), which can be treated as a starting point of the whole picture to introduce 256-bit algorithm. Further enhancement may be proposed in addition to this in the future. 
4	Detailed proposal
*** Start of 1st Change ***
[bookmark: _Toc158032780]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
…
[x]	<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
*** End of 1st Change ***
*** Start of 2nd Change ***
[bookmark: _Toc513475447][bookmark: _Toc48930863][bookmark: _Toc49376112][bookmark: _Toc56501565][bookmark: _Toc104221074]6.y	Solution #y: Introducing 256-bit algorithms in 5G system
[bookmark: _Toc513475448][bookmark: _Toc48930864][bookmark: _Toc49376113][bookmark: _Toc56501566][bookmark: _Toc104221075]6.y.1	Introduction
This solution addresses the key issue#z.
This solution reuses most of the existing mechanisms with emphasis on the main differences for adaptation to the new 256-bit algorithms. 
[bookmark: _Toc513475449][bookmark: _Toc48930865][bookmark: _Toc49376114][bookmark: _Toc56501567][bookmark: _Toc104221076]6.y.2	Details
For the support and usage of the 256-bit algorithms, the aspects required to be addressed are grouped as follows: network configuration, algorithm identification, negotiation and selection, and key derivation. The necessary adaptations for each of these aspects are described below. 
1. Network configuration: The existing procedure described in clause 6.7 of TS 33.501 [x] can be reused as is. The procedure relies on the assumption that each AMF and gNB are configured via network management with lists of algorithms which are allowed for usage. The priority list will include the 256-bit algorithms if AMF or RAN supports them. These lists are decided by the operator.
2. Algorithm identification: New identifiers are to be introduced for the 256-bit algorithms. For example, the following values for ciphering algorithms are defined:
"01002"         256-NEA4		256-bit SNOW 5G based algorithm;
"01012"         256-NEA5		256-bit AES based algorithm; and
"01102"         256-NEA6		256-bit ZUC based algorithm.
The following values for ciphering algorithms are defined:
"01002"         256-NIA4		256-bit SNOW 5G based algorithm;
"01012"         256-NIA5		256-bit AES based algorithm; and
"01102"         256-NIA6		256-bit ZUC based algorithm.
3. Algorithm negotiation and selection: The existing procedure in clause 6.7 of TS 33.501 [x] can be reused. In case 256-bit algorithms are supported by the UE, then the UE includes the supported 256-bit ciphering and integrity algorithm identifiers in its security capabilities. The AMF or gNB chooses the algorithm which has the highest priority from its configured list and is also present in the UE security capabilities. 
4. Key derivation: If the 256-bit algorithm is chosen, the derived keys to be used as input to the 256-bit algorithms are not truncated. 
[bookmark: _Toc513475450][bookmark: _Toc48930866][bookmark: _Toc49376115][bookmark: _Toc56501568][bookmark: _Toc104221077]6.y.3	Evaluation
TBD.
*** End of 2nd Change ***
