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1
Decision/action requested

Based on the discussion on the background and status of AEAD mode of ZUC-256 algorithm, it’s proposed to send a LS to ETSI SAGE for a new version for ZUC-256 AEAD mode
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Rationale
3.1
Background of AEAD mode for 256-bit algorithms
In SA3#110 meeting, the 256-bit algorithms including AES, SNOW-5G and ZUC are delivered from SAGE to 3GPP SA3. Compared with the legacy 128-bit algorithms, the AEAD modes (Authenticated Encryption with Additional Data) were introduced. The benefit of using the AEAD mode is that implementations can do keystream generation and integrity protection in parallel, thereby increasing the overall speed of the security layer of the communication. 

In SA3#112 meeting, new WID [1] on addition of 256-bit security algorithms were agreed. The objective is to publish the related algorithms. The AEAD mode for 256-bit algorithms is very likely to be published as well.
3.2
Status of AEAD mode for ZUC-256 algorithm 
Currently, it’s known that AEAD mode for ZUC-256 algorithm has been designed for two versions, as following:

(1) 256-NCA3 algorithm [2], which is provided by SAGE. 
(2) the ZUC-256-GXM [3], which can be found in https://arxiv.org/abs/2111.05117.
However, the AES-256 and SNOW 5G as in [4] share the same framework for AEAD mode, which is different with the above two versions of ZUC-256. On this sense, the unified framework for both three algorithms will be easier for implementation which means it’s feasible that ZUC-256 algorithm AEAD mode follows the same framework and design of AES-256 and SNOW 5G. 
In addition, CCSA has also noticed this difference. According to [5], it mentions that AEAD mode will improve the performance of ZUC-256 on algorithm design, mode, inputs, and outputs, e.g. to use the same framework for SNOW 5G, AES-256 and ZUC-256.
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Detailed proposal 
It’s proposed to send a LS to ETSI SAGE for a new version for ZUC-256 AEAD mode, which aligns with SNOW 5G and AES-256. 
