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1
Decision/action requested

This contribution proposes to add a new KI on protection of Store and Forward Satellite operation.
2
References

[x]
TR 23.700-29 
3
Rationale

The contribution proposes to add a new KI on protection of Store and Forward Satellite operation.
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ****************

5.X
Key Issue #X: Protection of Store and Forward Satellite Operation
5.X.1
Key issue details

In TR 23.700-29 [x], SA2 has defined the KI on support of Store and Forward (S&F) Satellite operation for the delivery of delay-tolerant/non-real-time satellite services. From the security point of view, the potential architecture enhancements and mobility management enhancements for S&F Satellite operation may have security impacts in terms of authentication, NAS/AS security context handling, and data privacy protection.
Considering core network elements/network functions with security functionality may or may not be deployed on the satellite, it’s necessary to study the authentication and security establishment procedure which is dedicated to the S&F Satellite operation scenario. For example, in order to support S&F Satellite operation, the MME (AMF) may be split into 2 network elements, MME-NT (AMF-NT) and MME-T (AMF-T), the EPS (5GS) AKA procedure may face challenging due to the intermittent satellite connectivity. When the network elements/network functions deployed on the satellite without any security materials, the Attach messages can be intercepted, modified, and replayed, which may cause DoS attack.
In addition, Solutions #11, #12, #13 and #17 in TR 23.700-29 [x] also describe the security issues on support of S&F Satellite operation, i.e.,
Editor's note:
How to avoid/minimize DoS attack on MME-NT while handling integrity protected messages from UE (as it lacks the NAS keys for decoding) is FFS.

Editor's note:
Security aspects of not performing authentication for steps 1-4 (e.g. denial of service attack, false BS attack) need to be resolved.
NOTE: Any security impacts due to this solution will be determined by SA3.

NOTE: The detailed procedure for the authentication and security procedures performed between the UE and the on-board network elements is be defined by SA3.
5.X.2
Security threats
During the process of establishing and restoring connections among UE, eNB/gNB, and core network elements/network functions, the following security problems may occur: 
· During the initial Attach procedure, lack of mutual authentication between the UE and Network may lead to impersonate UE or fake network element. 
-  If the Attach messages are not integrity protected and anti-replay protected, the attacker may intercept, modify, or replay the Attach parameters, which could launch the DoS attack.
5.X.3
Potential security requirements
EPS/5GS should support mutual authentication between the UE and Network for S&F satellite operation.
EPS/5GS should support integrity protection and replay protection of the Attach messages for store and forward satellite operation.
*************** End of the change ****************

