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	Reason for change:
	Annex S.2 states “5G NSWO shall use EAP-AKA’, as specified in RFC 5448 [12], for authentication.”. However, step 5 of S.3.2 (see below) is inconsistent with RFC 5448 by using a static network name “5G.NSWO”: 

“5. The NSWOF shall send the message Nausf_UEAuthentication_Authenticate Request with SUCI, Access Network Identity and NSWO indicator towards the AUSF. NSWO_indicator is used to indicate to the AUSF that the authentication request is for Non-seamless WLAN offload purposes. The NSWOF shall set the Access Network Identity to "5G:NSWO".
This is problematic since the peer may check the static network name “5G:NSWO” against its own understanding of the network name. If they are inconsistent, the peer may fail the authentication. (see below from RFC 5448): 

“In addition, the peer MAY check the received value against its own
   understanding of the network name.  Upon detecting a discrepancy, the
   peer either warns the user and continues, or fails the authentication
   process.  More specifically, the peer SHOULD have a configurable
   policy that it can follow under these circumstances.  If the policy
   indicates that it can continue, the peer SHOULD log a warning message
   or display it to the user.  If the peer chooses to proceed, it MUST
   use the network name as received in the AT_KDF_INPUT attribute.  If
   the policy indicates that the authentication should fail, the peer
   behaves as if AUTN had been incorrect and authentication fails.” – RFC 5448. 

To comply with RFC 5448, the NSWOF shall not always use a static access network identify. Instead, the NSWOF shall use the access network name if it is received from the WLAN AN. 

	
	

	Summary of change:
	Update step 5 of Annex S.3.2 to use the access network name if received from the WLAN AN. 

	
	

	Consequences if not approved:
	Authentication will fail if EAP peer is configured with the policy to terminate authentication upon the detection of discrepancy between the network name received from AUSF and its own understanding of the network name.  
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*** START OF CHANGES ***

1. The UE establishes a WLAN connection between the UE and the WLAN Access Network (AN), using procedures specified in IEEE 802.11[80]. 
2. The WLAN AN sends an EAP Identity/Request to the UE.
3. The UE sends an EAP Response/Identity message. If the UE determines to use the NSWO service, the UE shall use the SUCI in NAI format (as specified in TS 23.003 [19], clause 28.7.12 and clause 28.7.9.2) as its identity irrespective of whether SUPI Type configured on the USIM is IMSI or NAI. If the SUPI Type configured on the USIM is IMSI, the UE shall construct the SUCI in NAI format with username containing the encrypted MSIN and the realm part containing the MCC/MNC.
4. The EAP Response/Identity message shall be routed over the SWa interface towards the NSWOF based on the realm part of the SUCI.
NOTE 1: NSWOF acts as SBI/AAA proxy between the AUSF and the WLAN Access Network.
5. The NSWOF shall send the message Nausf_UEAuthentication_Authenticate Request with SUCI, Access Network Identity and NSWO indicator towards the AUSF. NSWO_indicator is used to indicate to the AUSF that the authentication request is for Non-seamless WLAN offload purposes. The NSWOF shall set the Access Network Identity to the access network name received from the WLAN AN. If the NSWOF does not received an access network name from the WLAN AN, The the NSWOF shall set the Access Network Identity to "5G:NSWO".
6. Based on the NSWO_indicator, the AUSF (acting as the EAP authentication server) shall send a Nudm_UEAuthentication_Get Request to the UDM, including SUCI and the Access Network Identity and NSWO indicator.

*** END OF CHANGES ***




