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1
Decision/action requested

This contribution is proposed to analyse the issue about KAF re-keying after expiration.
2
References
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3
Rationale

According to 3GPP TS 33.535, KAF re-keying may be triggered by the AF when the lifetime of KAF expires. However, if a primary authentication does not take place, the KAUSF and KAKMA remain unchanged since the latest primary authentication, which results in the same KAF as before. In order to re-generate a new KAF after the lifetime of KAF expires,  KAKMA shall be re-keyed by AAnF requesting UDM to trigger primary authentication. Therefore, AAnF needs to be aware of the KAF expiration time, so that it can determine whether to re-key KAKMA upon receiving the Naanf_AKMA_ApplicationKey_Get request from AF.

To solve the issue discussed above, two schemes are proposed for reference.

Scheme 1: The AAnF stores the KAF expiration time as part of the AKMA context.

If the KAF has expired, AAnF can decide, based on its local policy, whether to re-key the KAKMA by sending the Nudm_UECM_AuthTrigger Request message to the UDM. After the UDM successfully triggers the primary authentication, KAKMA can be re-keyed, from which AAnF can derive a new KAF.

Evaluation 1: It requires the KAF expiration time to be included in the AKMA context. Minor change is made to normal procedures. In this case, whether to re-key KAF after expiration is triggered by AAnF. AF can not trigger to re-generate a new KAF.
Scheme 2: The AF includes a KAF expiration indication in the Naanf_AKMA_ApplicationKey_Get request when KAF has expired.

When the lifetime of KAF expires and the AF decides to perform KAF re-keying, it can send a Naanf_AKMA_ApplicationKey_Get request to AAnF with the A-KID and a KAF expiration indication to request a new KAF. Upon receiving the request, if the KAF expiration indication is included in the request, AAnF can decide, based on its local policy, whether to re-key the KAKMA by sending the Nudm_UECM_AuthTrigger Request message to the UDM. After the UDM successfully triggers the primary authentication, KAKMA can be re-keyed, from which AAnF can derive a new KAF.

Evaluation 2: It requires adding a KAF expiration indication as an optional input in the Naanf_AKMA_ApplicationKey_Get request.

4
Detailed proposal

In order to ensure that KAF can be re-keyed successfully after expiration, a mechanism is needed for AAnF to be aware of the KAF expiration time. Scheme 1 and Scheme 2 are specified in the CR S3-240449 and CR S3-240448, respectively. SA3 is requested to discuss and consider the above optional schemes.
