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1	Impacts
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	
	
	x
	

	No
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	x
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2	Classification of the Work Item and linked work items
2.1	Primary classification
 
	x
	Study 

	
	Normative – Stage 1

	
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*



2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	N/A
	N/A
	N/A



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	



3	Justification
GSMA and 3GPP have been discussing 5G roaming over intermediaries (e.g., roaming hubs, IPX, etc) for several years. Despite the recent changes made to 33.501 to improve PRINS, GSMA still considers that some of its requirements on roaming intermediaries are not being met. This is clear from the recent LSes from GSMA, such as S3-240208, S3-240209, S3-240212, which commented on the shortcomings of modified PRINS solution and highlighted their requirements on roaming intermediaries.

GSMA’s requirements on roaming intermediaries can be summarized as read, write, update, and delete (CRUD) permissions on both signalling messages (including N32-c and N32-f) and data plane by roaming intermediaries. At the same time, GSMA also agrees with 3GPP on the end-to-end protection of signalling messages between VPLMN and HPLMN in 5G roaming.

The CRUD permissions required by roaming intermediaries over signalling messages can be met by hop-by-hop TLS between VPLMN, roaming intermediaries, and HPLMN. The question becomes, how to achieve end-to-end protection of signalling messages over hop-by-hop TLS? Note that GSMA requirements on data plane for roaming intermediaries are not considered in this study since it appears to require architecture change from SA2. 

PRINS defines a application layer security framework of providing end-to-end protection of sensitive signalling information elements between VPLMN and HPLMN, albeit in a way that cannot fully satisfy the operational requirements from roaming intermediaries. This proposal is to study how to evolve PRINS’s application layer security framework to work with hop-by-hop TLS. In this way, both the end-to-end security requirement by VPLMN and HPLMN and the operational requirements of CRUD permissions by roaming intermediaries can be satisfied. 

4	Objective
This study has the following objective:
1. Study how to evolve PRINS application layer security framework to work with hop-by-hop TLS.  


TU estimates and dependencies
	Work Task ID
	TU Estimate
(Study)
	TU Estimate
(Normative)
	RAN Dependency
(Yes/No/Maybe)
	Inter Work Tasks Dependency

	WT1
	2
	1
	No
	No 



Total TU estimates for the study phase:     2
Total TU estimates for the normative phase:    1
Total TU estimates: 3

5	Expected Output and Time scale

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR
	33.7xy
	Study on the evolvement of PRINS to better support roaming intermediaries
	SA#104
(September 2024)
	SA#105 (December 2024)
	XYZ



6	Work item Rapporteur(s)
XYZ

7	Work item leadership
SA3
8	Aspects that involve other WGs
N/A

9	Supporting Individual Members

	Supporting IM name

	CableLabs

	

	

	

	





