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Decision/action requested

Approve the pCR below
2

Rationale

This contribution propose to add a key issue about security and privacy of S&F satellite operation into TR 33.700-29.

3
Detailed proposal

*** BEGIN CHANGES ***

5.X
Key Issue #X: Security and privacy of Store and Forward Satellite operation
5.X.1  Key issue details
Support Store and Forward Satellite operation is a key issue in TR 23.700-29 to be study, and the potential architecture enhancements and mobility management enhancements for S&F satellite operation as described in TR 23.700-29 may have security impacts in terms of authentication, authorization, NAS/AS security context handling, and data privacy protection. 
For example, when the core network elements/network functions of 5GS/EPS, e.g. AMF/MME, is on-board the satellite (if necessary) to support S&F satellite operation, the 5GS/EPS AKA procedure including NAS/AS context handling for a UE via satellite access may not be executed properly, due to the signalling and data traffic exchange between the core NE/NF on-board satellite and the core NE/NF terrestrial is discontinuous as described in Annex B of TR 23.700-29. 
5.X.2
Security threats
Failure to authenticate or authorize a UE in S&F satellite operation, illegal UEs or attackers can impersonate legitimate UEs to use S&F satellite operation services, and legitimate UEs can also use S&F satellite operation services without authorization.
If the existing EPS/5GS security architecture unable to adapt to the potential architecture enhancements and mobility management enhancements for S&F satellite operation as described in TR 23.700-29, S&F satellite operation services will be unavailable and insecure.
5.X.3
Potential security requirements
The existing EPS/5GS security architecture shall be enhanced to support the potential architecture enhancements and mobility management enhancements for S&F satellite operation as described in TR 23.700-29 if necessary, e.g. authentication, authorization, NAS/AS security context handling, and data privacy protection.
EPS/5GS shall support authentication and authorization of a UE in S&F Satellite operation.
EPS/5GS shall provide means to ensure the security of mobility management (e.g. S1/N2 handover, TAU) for UE in S&F satellite operation.

EPS/5GS shall provide a means to mitigate tracing and tracking privacy attacks on UE in S&F satellite operation.
NOTE 1:   It is required to assess the potential impact to lawful intercept in Store and Forward (S&F) satellite operation.
NOTE 2:  Priority of security study between IoT NTN (EPS) and NR NTN (5GS) is to be aligned with SA2 study priority.
*** END OF CHANGES ***

