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************************** Start of changes ************************
[bookmark: _Toc145336768]5.7	A2X Direct C2 Communication
[bookmark: _Toc145336769]5.7.1	General
The unicast mode Direct C2 Communication procedures are described in TS 23.256 [3]. Unicast mode Direct C2 Communication is used by two UEs that directly exchange traffic for the A2X applications running between the peer UEs.
Before taking part in Direct C2 Communication, the UAV needs to be authorised as described in TS 23.256 [3] (see also the present document for more details of C2 authorisation over the network). If the UE is authorised over the 3GPP network, the USS may send a C2 session security information as part of the C2 authorization payload as described in clause 5.4. The content of C2 session security information (e.g., key material to help establish security between the UAV and UAV-C) is not in 3GPP scope.
[bookmark: _Toc145336770]5.7.2	Unicast mode Direct C2 Communication
Unicast mode Direct C2 Communication has the same requirements and procedures as unicast mode A2X Direct Communication (see clause 5.6.2 of the present specificationdocument) with the following exception: 
-	The A2X Policy Provisioning is done based on TS 23.256 [3] Clause clause 6.2.1 and the A2X Policy includes A2X security policy for each A2X services (e.g., C2 and DAA). The C2 service specific security policy available as part of A2X security policy is used for the security establishment (i.e. included in the direct communication request and is further replayed in the Direct security mode command to provide protection against bidding down attacks as described in TS 33.536 [7]), where the signalling and user plane confidentiality and integrity are set as required based on local policy. 
NOTE: In order to reuse the mechanism defined in clause 5.3 of TS 33.536 [7], KNRP is provisioned during Pairing Authorization (step 2 of clause 5.4.2 in the present document), i.e. KNRP described in clause 5.3.3 of TS 33.536 [7] is included in the content of C2 session security information. KNRP is encrypted by the USS (either using public keys of the UAV or the UAV-C) and how to generate KNRP is not in scope of 3GPP. 
******************************* End of changes *********************************


