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	Reason for change:
	The implementation of specific algorithms for the transmission of long-term persistent keys carries the risk of using unverified algorithms that could be vulnerable to attacks. However, the use of the TLS protocol, as defined by TS 33.501 in section 13.1.0, allows for better transparency and interoperability. Adding a note about the different deployment cases will distinguish between the co-located and the non co-located case.

	
	

	Summary of change:
	Limit the UDR-UDM interface to exclusively use 3GPP-defined security protocols in the non co-located case.

	
	

	Consequences if not approved:
	It is possible that vendors may not implement a security mechanism for transporting long-term keys between the UDM and UDR. In such cases, if an attacker has network access, he can intercept the long-term keys and compromise the overall security of the network.
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The long-term key(s) used for authentication and security association setup purposes shall be protected from physical attacks and shall never leave the secure environment of the UDM/ARPF unprotected. If the long-term key(s) are transported over an exposed network interface between non co-located implementations of UDM and UDR, the security mechanisms defined in Section 13.1.0 shall be supported explicitly. 
NOTE 1: Security mechanisms for protection of subscription credentials in ARPF are left to implementation.
NOTE 2: Security mechanisms for storage of subscription credentials in the UDR and for the transfer of authentication subscription data (as specified in 3GPP TS 29.505 [70]) between UDR and ARPF are left to implementation.
NOTE 3: In the case that UDM and UDR are co-located, the transfer security of the long term key(s) is considered as supported implicitly. In that case, the authorization is supported implicitly as well.
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