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1	Decision/action requested
SA3 is kindly requested to approve the key issue proposed. 
2	References
3	Rationale
This contribution proposes a new key issue on the security (i.e., confidentiality, integrity, and replay protection) of information exchanged in a UE-satellite-UE communication scenario.
4	Detailed proposal
******** START OF CHANGES ********
5.X			Key Issue #X: Security of UE-satellite-UE communication 
5.X.1		Key issue details
The 3GPP system needs to be able to ensure the protection (i.e., confidentiality, integrity, and replay protection) of information exchanged between peer UEs and/or between UEs and satellite. Failure to protect the confidentiality and integrity of the exchanged information can compromise the 5GS and make it vulnerable to several attacks such as impersonation attack, unauthorized disclosure, and modification of information, etc. 
5.X.2		Security threats
If the communication is not confidentiality and replay protected, an attacker may eavesdrop on the communication and the exchanged privacy sensitive parameters (e.g., identifiers) and/or replay messages exchanged between UEs and/or between UEs and satellite.
Failure to protect the integrity of information exchanged between peer UEs and/or between UEs and satellite can make the 5GS vulnerable against unauthorized modification of information.  
5.X.2		Potentially security requirements
The 3GPP system shall support a means to provide confidentiality, integrity, and replay protection for information exchanged between UEs over satellite.  
The 3GPP system shall provide means to protect the privacy sensitive information of peer UEs during UE-satellite-UE communication. 
******** END OF CHANGES ********

