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1	Decision/action requested
SA3 is kindly requested to approve the key issue proposed. 
2	References
3	Rationale
4	Detailed proposal
******** START OF CHANGES ********
5.X			Key Issue #X: Authorization in IMS avatar communication
5.X.1		Key issue details
TR 23.700-77 key issue #8 describes the issues identified with regards to supporting IMS avatar communication:
· “Study whether and how Avatar objects such as an Avatar representation are stored and accessed by the authenticated and authorized UE and/or IMS network nodes avoiding fraud and ensuring privacy.
· Study whether and how to authorise the use of an Avatar representation in an IMS Avatar communication.
…
NOTE 3:	Security and privacy aspects require coordination with SA WG3.”
From a security standpoint, whether a UE can access, retrieve and/or use an Avatar object should be subject to authentication and authorization by the 5GS. Failure to ensure that only authenticated and authorized parties can access, retrieve, and/or use an Avatar object may result in impersonation attacks.      
5.X.2		Security threats
If the 3GPP system cannot verify if a UE is authenticated and authorized to access, retrieve, and use an Avatar object, an attacker may impersonate other users.
5.X.3		Potentially security requirements
The 3GPP system shall support means to ensure that stored Avatar objects are accessed only by authenticated and authorized UEs and/or IMS network nodes.
The 3GPP system shall support means to authorize the use of an Avatar representation in an IMS Avatar communication. 
******** END OF CHANGES ********

